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UNITED STATES ENVIRONMENTAL STATE OF HAWAII 

PROTECTION AGENCY DEPARTMENT OF HEALTH 
REGION IX P. 0 . BOX 3378 

HONOLULU, HI 96801 ·337875 Hawthorne Street 

San Francisco, CA 94105 


FEB 11 2016 

James A. K. Miyamoto, P.E. 
Deputy Operations Officer 
Naval Facilities Engineering Command, Hawaii 
400 Marshal I Road 
Joint Base Pearl Harbor Hickam, HI 96860 

Dear Mr. Miyamoto, 

The United States Enviromnental Protection Agency (USEPA), its contractors, and the 
State of Hawaii Department of Health (DOH) have reviewed the Contract Task Order (CTO) for 
the RiskNulnerability Assessment (RVA) at the Red Hill Fuel Storage Facility (RHFSF). While 
we feel thac the 2-phase approach of developing the methodology then performing the RV A is a 
good one, we have a few concerns with the current iteration of the CTO. 

The main concem<; are as follows: 

1. 	 The CTO is not adequately specific in scope and is open to interpretation. We 
suggest expanding the CTO to provide more information on the same or similar 
methodologies to rhose expected to he ut.ili7.ecl. To this end. PEMY Consulring and Atlas 

Geotechnical have put together the attached ''Annex" as a starting point for expanding. 
The "Annex" contains concepts which have already been generally shared by the Navy, 
bur are not included in the current CTO. We. believe the annex document may help the 
Navy idem ify the appropriate contractor and scope for the RV A. 

2. 	 lmpacls to other Sections in the Administratin Order on Consent Statement of 
Work (SOW) should be evaluated. The impact of other Sections in the SOW on the 
RVA is accounted for in 4.3.e., but the reverse has not been identified as a task in the 
CTO. Decisions made during work for the RVA or outputs for potential management 
strategies from the RYA (see 3. Below) could affect some of the decisions made in other 
Sections of the SOW and should be identified. For example, the size of a catastrophic 
release as decided upon in Section 8 should be one of the inputs for the groundwater 

. model a'\ developed by Section 7 to detem1im: if contamination from a release of such a 
magnitude would reach any drinking water well. Subsequently, the conclusion of the 

modeling would feed back into Section 8 to determine overall risk. 



3. 	 The CTO lacks a phase for utilization of the inrormation derived frnm the RV A, as 
defined in the SOW, ''to inform the Parties in subsequent de\'e1opment of BAPT 
d~ions". Section 8 fulfills two purposes: 1. Determine the risk of release, considering 
probability and impact, from the RHFSF, and 2. Determine potential mmmgement 
strategies to improve the infrastructure of the RHFSF if the risk is determined to be 
unacceptable. Currently, the CTO concentrates on the first purpose. while not addre.i;i;ing 
the second. 

4. 	 The criteria for selecting a contractor is not specified. Because of the complexity of 
the work, specifying certifications may not encompass all of the work requ ired and we 
ngree with requiring the summary of experience in perfonning RV As and related 
references. as mentioned in Section 1.0 Iment. However, this, along with other selection 
criteria. should be clearly stated in its own section as n measure co determine Cite 
suicability of potential contractors. 

5. 	 A complete project schedule is not included. Section 5.0 Deliverables has a rough 
schedule with due daces for deliverables based on certain triggers. It does not include a 
time period for selection of a contractor, nor the overarching timeline requirement of che 
Adminic;tra1ive Order on Consent (Scope of Work within 90 days of the last scoping 
meeting and the final RVA Report 18 months from Scope of Work approval). 

bl addition to the "Annex", we have al o included comments provided by PEMY Consulting und 
Atlai;; Geotcchnical to USEPA which provide fw'ther details on Lhc L'.Om:c:ml! c:xpn.:~)it:<l hen:, 
among other concern . 

We look fonvard to discussing the CTO and our comments at the tentatively c;chedulcd 
conference call on Friday, Feb1uary 19, 2016. Pka!'ic wntm:l Ul'I with any questions ur concerns. 

Sincerely 

Q 
Bob Pallarino, EPA Region 9 Steven · ang, DOn~ 
EPA Red Hill Prnjc1:l Coordinator DOH Red Hill Project Coordi ator 

Enclosures 

cc: John Sato, NAVFAC Pacific 



PEMY Comments on Risk/Vulnerability 

Assessment (RVA) Statement of Work 


Principal Concern : 
PEMY's principal concern with the draft Statement of Work (SOW) arises from the risk assessment 
industry's lack of consensus on the methodologies that comprise a quantitative risk assessment. The term 
QRA, or quantitative RVA in the SOW, has widely different meanings to different practitioners. Bidder's 
expectations for the outcome ofTasks 1, 2, 3, and 4 could range from a SxS risk matrix to a thoroughly 
rigorous quantitative study. The draft SOW's 2-phase approach, develop the methodology then perform 
the RVA, ameliorates most of this problem. The expectation that the Phase 1 contractor will continue with 
Phase 2 execution, though, increases the importance ofthe initial selection. 

Overall, the draft Statement of Work provides a good description of the expected work provided that all 
bidders interpret the term "quantitative RV A" similarly. In our opinion, Section 4.3 c lacks substantial 
confining or restrictive guidance for the potential bidders regarding acceptable methodologies for 
conducting the risk assessment. Expanding the SOW to provide more information about the Navy's and 
Stakeholder' s expectations for the quantitative RV A will, in our opinion, improve proposal 
responsiveness and improve the selection process. 

Statement of Work Supplement : 

PEMY has drafted an annex that we believe should accompany the RFP. The purpose of this annex is to 
describe the preferred risk assessment approach and to illustrate the types ofactivities that are needed for 
a successful, defensible risk assessment. 

As indicated in the Annex, we believe that multi-attribute utility model is a necessity for successful 
development and communication of the RVA. Therefore, our first recommendation is to add this Annex 
to the RFP so that the bidder contractors understand the Navy's expectations about the expertise required 
for a successful proposal. For example, some of the activities mentioned in the Annex include: 

• 	 Multiattribute modeling experience 
• 	 Value functions 
• 	 Weighting and scoring of value functions 
• 	 Ability to construct concise, meaningful event trees, fault trees and other modeling methods such 

as failure modes and effects 
• 	 Scenario generation and lists 
• 	 Development ofcandidate risk reduction projects 
• 	 Scoring and grading of risk reduction projects 
• 	 Risk communication on a quantitative as well as qualitative but effective manner 
• 	 Understanding of limitations of traditional approaches such as the risk matrix, AHP, balanced 

score cards and Kepner Tregoe methods 

Using Bayesian methods ofanalysis will provide the appropriate maximization of information related to 
these systems. In addition to specific review of data, human factors considerations are important to assess 
the likelihood of initiators for undesired outcomes. Deviations ofhuman and organization factors must be 
included in the risk assessment process. 



Suggested SOW Additions: 
Supplemental Text 
The wide range ofrisk assessment methods requires that the SOW be more explicit in what methods are 
expected to be included in the RVA. We suggest that the following paragraphs be considered for 
inclusion in Item 4.3. 

4.3 c. The contractor shall develop a rigorous, auditable methodology and approach for the 
quantitative RV A. The selected methodology will enable a systematic interdisciplinary study that 
includes probabilistic risk assessment, decision analysis, and expert judgment. Scenarios will be 
constructed to show how the initiating events evolve into undesirable consequences. 

A value tree, based on multi-attribute utility theory, will be used to capture the decision maker's 
and Stakeholder's preferences about the impacts on the infrastructures and other assets. The risks 
from postulated failure scenarios will be ranked according to their Expected Performance Index, 
which is the product of frequency, probability, and consequence of a scenario. Risks from malicious 
acts can be ranked according to a performance index that derives from a deliberative process to 
capture the factors that cannot be addressed in the analysis. 

Once organized into a Work Plan, this methodology would provide a framework for the 
development of a risk-informed decision strategy. The strategy should be multi-attribute in nature 
since there are competing objectives at the Facility and tradeoffs in the value preserved through risk 
management will be required. 

4.3 d. The Contractor shall determine the data needed for the methodology and identify data gaps. 
Since the data will be sparse, advanced methods that combine data with expert opinion (Bayesian 
analysis) will help to make the assessment as good as humanly possible. 

Process Diagram 
We suggest that a diagram such as Figure l (below, from IEC 31010) be used to illustrate the various 
aspects of the risk assessment process that the Stakeholders are asking the Contractor to perform. 
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Figure 1 - Contribution of risk assessment to the risk management process 



Minor Modifications to SOW: 
Minimum RVA Objectives: For Section 4.0 - Scope of Work, in addition to the 7 bullets, we suggest the 
following bullets be added: 

• 	 Internal systems risk based on equipment failures, fires, human factors 
• 	 Quantification ofreliability ofleak detection in terms ofROC Curve characteristics 
• 	 Use ofFMEA, fault trees, event trees, and expert opinion as needed for all of the specified failure 

modes 
• 	 Analyses for failures of welds, corrosion based degradation, fatigue, pipe joining components (i.e. 

bolting, gasketing, flanges), materials, pumps, fire, and intentional damage 
• 	 Specification of the idealized emergency response systems versus what currently exists 
• 	 Disclosure and specifications of what data were used and what not used in the development of the 

project 

Terminology: 
• 	 We suggest that the term risk/vulnerability assessment (RVA) be changed to risk assessment and 

management (RAM). 
• 	 Section 4.0 - The term "geologic hazards" is more commonly used than "geotechnical hazards," 

though the RFP's intent is probably clear to informed readers. 

Project Schedule: Section 5.0 - Deliverables does not include enough time for bidder evaluation and 
meetings on this subject. The difference between a truly qualified and ordinary contractor who thinks they 
are qualified can be the difference between complete success and failure. Time must be allocated to the 
stakeholder assessment and evaluation of bidders and their qualification and selection process. 



A Methodologically-Based Process for Risk Management 

This document provides an overview of a process that can be implemented as a basis for a 
formal, rigorous and auditable risk assessment and risk management process at a level that 
engages all stakeholders and at all levels within any of the stakeholders' organizations. 

An outline of the contents is shown below. 

Introduction ..................................................................... .. .............................................................. 2 


Step 1: Defining risk ...................................................................................................................... 4 
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B. Estimating probability of impact ........................................................................................... 9 
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Traditional "risk matrix" approaches to ranking risks .............................................................. 19 


Balanced score card methods .................................................................................................... 20 
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Introduction 

Enterprise-level1 risk management entails activity in all the following areas: 
1. 	 Defining risk for a specific organization or application 
2. 	 Identifying where risk exists 
3. 	 Measuring risk in quantitative terms 
4. 	 Monetizing risk (although proxies may be used) 
5. 	 Identifying activities that mitigate risk (reductions in probability or consequence or both) 
6. 	 Evaluating (monetizing) the value of risk-mitigating activities 
7. 	 Allocating resources to implement risk-mitigating activities 
8. 	 Executing risk-mitigating activities once the resources are made available 
9. 	 Reassessing risk after the risk-mitigating activities have been conducted 

This document specifies a methodologically-based way in which risk can be defined, identified, 
quantified and mitigated in resource-efficient ways. 

The importance ofbeing methodologically based has several components: 

• 	 The assumptions necessary for the process to work properly and give accurate 

assessments are explicit and can be tested before the process is applied 


• 	 The logic used in the assessment process is coherent: there are no internal contradictions 
or disconnects 

• 	 The results of the assessment can be "audited" to make sure they are consistent with the 
inputs: there is no "black box" aspect to the assessment where the logical connections 
between inputs and outputs carmot be understood and tested for consistency 

• 	 The results of the assessment can be defended as being logically derived from the 

underlying assumptions and applied logic ofthe process 


• 	 As the application domain of the process changes in structure over time, the methodology 
provides ways to adjust the assessment process so that it remains appropriate for the 
application. 

• 	 The methodological base provides a foundation for more clearly communicating the 
insights derived from the assessments as well as training others to apply the process for 
future assessments 

1 By Enterprise we mean a large organization characterized by many stakeholder; an enterprise can be a corporation, 
a governing or regulatory body; a group of entities tied together by a common risk problem. 
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Perhaps the most important benefit of a methodological basis for risk management is a clear, 
formal and rigorous linkage between risk assessment and resource allocation to mitigate risk. 

It is common for risk assessment processes to be formal and rigorous with explicit assumptions 

and testable results. It is also common, unfortunately, for the resource a/location decisions to 
mitigate risks to be informal, ad hoc, and the results not made subject to any formal review or 
evaluation other than a statement ofwhat was done ("roof replaced") rather than what was 
estimated to have accomplished in risk reduction for the resources invested. 

As a result, the reliability ofpast forecasts of risk reduction, past estimates of costs of risk 
mitigation, or the reliability and repeatability of risk-reducing activities are often not effectively 
captured as a way of improving future risk mitigation investments. 

The lack of formality and rigor in allocating risk-reducing resources contributes to even greater 
informality in managing portfolios of risk reducing activities or multi-year risk-mitigating 
activities through changes in managers, budgets, regulations and operating environments. The 
inter-dependencies, the key role of initiating projects and the need for updating as new 
technologies, markets and regulations are revealed are often lost, impacting the accuracy ofboth 

risk assessments as well as forecasted risk mitigations. 

Informality in risk-mitigating resource allocation decision-making makes this process more 
vulnerable to emotion and reactionary thinking. The most influential items in this aspect of an 
organization's overall protection ofvalue are very often (1) regulations (do what is required and 
show compliance as the "accomplishment") and (2) the most recent high-level risky event (e.g., a 
major valve failure triggers an inspection of all valves everywhere). Allocating resources based 
on regulations and the latest adverse event is managing risk "looking backwards:" the 
organization is reacting to what has already occurred and allocating most of its risk-reducing 
resources based on the most recent changes in regulations and events rather than proactively 
allocating resources to address potential threats to future operations. 
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Step 1: Defining risk 

Risk has two components: the chance that an adverse impact occurs to things an organization 
values and the degree of impact, as shown in the diagram below. That is, risk entails both 
chances of occurrence and the degree of consequence of the occurrence. 

I Op@ratlng risks 

-------------------'----~-
....-~--=~ -~-"""'~----. 

Likelihood of an incident lt Consequenc;es of an inc;iderrt 

scenario : 
what occurs 

Probability : 
ChancH of occurring 

Impact on 
Organization values 

A. Defining value 

Defining risk has to begin by defining value; without clarity on what is valued it is not possible 
to identify events that can have adverse impacts because "adverse" is a value judgment. 

Since organizations have more than one thing that is valued in their operations, there are 
typically multiple sources ofvalue in the definition ofrisk. 

Utility theory provides a methodological basis for both defining value and measuring it 
quantitatively. Multiattribute utility theory provides a basis for defining and measuring value 
from multiple sources. The process ofmulti-attribute utility assessment (MUA) model 
development provides explicit assumptions necessary for the proper application of value 
assessment and is flexible enough to address the following aspects ofvalue assessment: 

• Multiple and conflicting attributes 

• Value dependencies between attributes 

• Hierarchical dependencies between attributes 

• Changing risk tolerances as the degree of impact on attributes change 

• A single overall quantitative measure of risk is desired 
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• 	 The ways in which attribute values combine vary (additive, multiplicative, interaction 

effects, etc.) and a structured method for determining the correct way is needed. 

• 	 There is uncertainty about value impacts 

Multiattribute utility models provide a structured and rigorous methodology for eliciting values 
from an organization's decision makers, determining how to measure impact on these attributes 
(metrics), assigning quantitative measures ofvalue to the metrics and determining tradeoff 
coefficients showing relative importance of the attributes, determining how the attributes should 
be combined to give an overall quantitative value. 

An example set of attributes is shown below. 

Maximize the value ofEnbridge 

as ti1e profNTcd providN of 


pC'trochemical transportation & sromge services 


I 	 I I I 

Ma~imlze Maximize MaximizeMaximize Max hetilth 

EnY·ronmenl financial corporatecustomer& safety 
reputation performance protection satisfachon I 

I 

Maximize 
regulatory 

rapport 

These attributes defining value for the organization are uttlmately 

determined by senior management. 


They are fundamental to the organization's identity & business model. 


More specificity can be added to the model to facility more accurate measurement ofvalue as 
shown in the diagram below. 
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Maximize the value of Enbridge 
as rhe preferred provider of 

P6trochemical transportation & storage services 

In the attribute model shown in the diagram above, metrics would be developed for each of the 
lowest-level operating objectives or attributes. For example, metrics would be developed for 
measuring impacts to the health and safety ofworkers, the health and safety of the public, 

environmental impacts to general and protected habitat and specifies, and so on. 

Metrics are developed based on the applicable science, existing regulatory requirements and 
available data that can be obtained. An example metric for health and safety is shown below. 

I I I 

Ma~imi7A Maximi7A

Max hAalth 
Environment customer& safe!•{ 

a 
I~~~ I 


Potential ·or impact 
occurring 

}, 
,---------' \'-----------.. 

Like! ihood of 
initiating event 

occurring 

Likelihood of H&S 
impact given event 

occurs 

pmtoction ::.atisfaction 

Hahitl'lt & 
~peo i~s 

Aesthetics 
& 

recreation 

Number of person :i 

impacted 

I 

Maximi:re 
"iminc:ial 

pnrfonmince 

R'"'""" I 
--=J 


Cash flow 

I 
Maximize 
r.orporatA 
reputation 

Maximize 
rag111ato ry 

mpport 

1-'ut>hrJ 
~ ..~nt,itivitiL~S 

& values 

Public 
perception 

Expected number 
of heolth impacls 

by severit"J 
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~~ 
&v, 

--------~ 
Tech111u1:1 l expe1ts & regs 

dtile 1 min~ ltichr 1 iu1:1I rnel1 i u~ 

\.. VllllJA s;tatAmAnt .) 

The severity of an impact has to be further defined and the table below is an example ofhow that 
might be done. 

Score Severity of Impact 

No offoct 

1 Minor: Minor lrrltaUon or temporary discomfort; modest first aid needs 

Moderate: Painful but not long-tenn or life-threatening; may require 

0 

2 
&hart-term hospitalization car11 

Serious: Pennanent debilitating Injury or serious long-tenn Illness that3 
results In some reduction In quallty of llfe 

Very serious: Death or permanent debllltatlon resultlng In near total loss4 
of quality of llfo 

Finally, a value function (or utility function) quantifies the actual "value" associated with 
protecting each level of the severity metric. An example value function is shown below. 

__..(J
V:iluA iii 'Jllantified on a 1>r:i1IA 

used for ell attribute val ue 
functio ns 

l r Note Takes va lLI~ shape "'\ 
specified by sen ior 

m1:1111:1gtin1er1 l. u 1ytm 1.a:tl.iur 1 

A value function is determined by the decision makers and resource managers for the 
organization. Finally, the relative importance ofthe attributes is shown through the trade-off 
coefficients or "weights" that are determined for them by the organization's senior management. 

An example structure for the overall value model with the weights is shown below. 
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Scoring scales 
or metrics 
(risk assessment) 

Tec h ~ t t t 
(risk tradeolTs) 

,. 
Overall measure of 
impact/consequence ) 

The "weights" for the attributes can be monetized using "willingness to pay" measures for full 
achievement of each attribute. These monetized weights can be checked against regulatory 
guidelines, as well, to make sure that the organization's values are aligned with societal and 
agency value structures when making decisions on risk management investments later in the 
process. 

• Objective Wllllngness to pay 

C.:ost: Sl.4 m ill ion 


- Quality: S2.3 m illion 


- Schedule reliabi lity: 52.0 m ill ion 


- Reputation: $6.5 m illion (10% of Mission IJucgel) 

- Customorsatisfaction: $800 ,000 

Mission focus & support: S50U,UUU 

Th6se values represent the wiflingness to pay to reduce each adverse 

Impact from Its WOl'St level of Impact to Its best level of impact. 


Regulatory guidelines address these in some areas of operBtions. 


[ S1. Mgrul ~-====.-__ 
IAaximim 

Dimensions of corporate 
rGpuliltionValue lriiiik) 

Mu heelth 
&9BfMy 

t.tuimiza Maximize 
E11vlronn1en customer 
t protection &nti&fuction 

M.t11imirt? 
linoindmtl 

performanc 
I! 

Mel1 ic~; 
t!.IC.IJtllls 

Weights 

IAaxiniim 
regulatory 

rapport 
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--~L.=ik-el-ih

Scenario: 
what occurs 

B. Estimating probability of impact 

The diagram below highlights the second component of risk assessment, which is the 
identification and quantification of events that can adversely impact an organization's values. 

Operating risks 

--- -----------------~ 
-"o""~of an incident lconsequienceslof an incident od

/~
Probability: Impact on 
Chances of occurring Organization values 

As illustrated in the diagram, identifying and evaluating events has two logical steps: identifying 

a scenario or event that can adversely impact value and then estimating the probability of that 
scenario or event occurring. 
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Step 2. Risk scenarios using event trees 

1. 	 Event trees are a useful tool for both defining events and quantifying their chances of 

occurrence. The development of event trees is a structured process that uses existing data 

on past events, near-misses, possible initiating events, propagation pathways and impacts. 
The logic of the structure is illustrated in the structure outlined below. 

Initiator 
•Hurmm i;rrw 
•Equipment fa/J[/re 
•NrJturol diS<Jst 
•Tmnsport~tion 
·Infrastructure fail 
•Curitwl ftJ1/ur~ 

No 

•Fiu~ 

Big/spreads 

Zone 1No 

Receptor 

•Employees 
•Fim.mc:es 
•Bus: customer 
•Environ 
•Reputation 
•}nterruption 

2. 	 Compile data 

a. 	 Use check.lists, coordinate assignments 
b. 	 Identify subject matter experts for development meeting 

3. 	 Develop base maps 

a. 	 Review base map information with the team and have knowledgeable persons fill 

in details 

b. 	 Identify key resources, hazards, pipeline and tank and manifold conditions, 
population centers, environmental resources and activity levels 

4. 	 Record recent events 
a. 	 Review complied incident lists and events which have occurred on this or other 

similar facilities. Use spill and accident records where available. 
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A scenario generation table can help: 

General Caus. Impact I Result Re<:eptor 

0 Failure of: 

Pipe -- coating 
Pipe ­ Corrosion 
Pipe--ERM 
Pipe -- welds 
Critical equipment 
Electric I power 
PUrY1> station 
Tank contalnme 

0 Third party 

O Natural 
Fault Stofm 
Landslide 

0 Operator error 

O Transpon problem 
Train Car 
Truck Barga 

O Vandolism I sabatoge 

Product 
Poisonous gas 

o Human I density 

Unused land 
Merine 

O Customer service 

Corporate 
External 
Internal 

5. 	 Develop scenario list 

a. 	 Lead team through a limited brainstorming session to identify possible risk 

scenarios to be evaluated. 

b. 	 Review the scenario generation list with the team and identify additional risk 

scenarios. Low likelihood events are recorded on a running list. 
c. 	 Review potential risk scenarios for dependencies on others and for combinations 

into more comprehensive scenarios 

d. 	 Create a running list of scenarios that have low likelihood or low consequence 

such as natural hazards not present in the area or other improbable events 
e. 	 Create and record a running list of routine maintenance items such as pump seal 

leaks, etc. Identify those that can be quickly repaired (running list of "quick 

fixes" is kept). 

f. 	 Record justification for eliminating any scenario categories 

g. 	 Determine the basis for subdividing the system or facility into segments for 
analysis 

i. 	 For pipelines, the recommended practice is to divide the system on an 

operational basis, i.e., pump station to pump station 

ii. 	 For facilities, the recommended practice is to divide the facility into 

components, i.e., tanks, piping, infrastructure, docks, or other like features 

iii. 	 Other methods for subdividing include 

1. Geography (urban, rural, features, etc.) 
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2. Environmental (sensitive water crossings, habitat, etc.) 
3. Regulatory (DOT classifications, etc.) 

An example flow chart of this process is shown below. 

Agree on scope of assessment 

Develop base map and determine 
basis for subdividing 

List of recent events 	 Compile data. Identify and record 
recent incidents 

- -- ---------- ----- --------- , 
1 Screen and record low likelihood 
: Brainstorm initial scenario list • scenarios and routine maintenance 

·1 --------------.Fill ln scenario list wrth 
1 eneration table 
• ""';.:.;;:::~=-....;;;;;;;;;;.,;-.----~ 

: Affinity group scenarios 

Low likelihood 
: Screen ut of Scope
'-------.---------.uick fix 

~ 
' Scenario list 
' '------~----__, 

I 

1_ - - - - - - - - - - - - - - - - - - - - - - - - - • I 

Generate base scenarios 

Generate recurring scenarios 

Check for completeness and 
validate 

Plot scenarios on frequency­
consequence matrix 

Frequency ­ consequence 
Malrix (RSK-5:-_)----.J 

Select scenarios for development 
of risk reduction projects. Determine 
If next step appropriate based on 
system strategy 
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An example scenario or event tree is shown below. 

Ignite 

Failure 
or Error 

Ra lease 

Large 
1: 20 

Initial 
Detection 

No 
.375 

(Car@ 
150 yds) 

o.s 

5: 20 

Small 
4: 20 

Blocked 
(isolated) 

.125 No 

0 .5 

Cascade 
Explosion 

0.5 

No 

0.8 

Explosion 

0.5 

& Fire Cascade 

No 
0.2 

Detect 

0.75 Ignition 

0.1 

Spread 

(Not Detected~ 
No 

0.25 
0.9 
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Step 3. Development of risk reduction projects 

This part ofthe risk management process includes the systematic development of a range of 

projects to reduce risks identified in the scenario generation procedure. 

This process is a tool for general use in the development of alternatives for proposed projects and 

activities and for describing the primary tasks and costs of the projects along with estimates of 

the effectiveness in reducing risks. 

A general approach includes the following steps: 

I. Describe feasible projects using summary forms that can be developed. An example is shown 

below. 

For each problem, consider possible mitigating activities 

Eflmlnalll 

Change the 
process 

OISpose OI 
asset 

Relccate 

Re!leslgn 

Pl'flVINlt 

Sound 
praelices 

Preventive 
maintenance 

Inspection & 
testing 

Tralnlrl{).___..· 

Mitigate Respond 

Protective Drills 
equipment 

P1ocedJres 

Emergercy 
-----._ pre n 

---.<Pre-staging 
\..._ equipment----­

Share 

Signs & 
"'arnlngs 

Some bttnsflts: 	 ./ Aids "structured creativity" 
./ Supports collaboration of different disciplines 
./ Documents project thinking 
./ A learning aid for new participants 

2. Once a set of mitigating projects have been identified, validate the information in the 

proposed activity and make a preliminary evaluation of the project effectiveness, including 

impact on frequencies of initiating events and changes in consequence levels to the various 
attributes (health, environment, finance, etc.) from the multiattribute value model. 

3. Record the impacts on the event tree, as appropriate, and consider any added risks resulting 

from the project (e.g., added construction risk is a new containment wall is to be built). An 

example ofprojects associated with an event tree is shown below. 
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Event tree interrupts 
New in3p~tio1 
10.ll ine 

Inc·aa&6 bem : 
mrt11r.r.imp.:1r.t 

Otller tanka 

---- -, 
I ·~ 

\ .01 i 
_.J ShJrr--buckl1ng 

Chango ck6Dction leah; 

11"l1U" 1'll.lb 


1nltration 

Equlpm@nt 
lall~rcl!i11igu~ 

No 

LOC 

l I 
l_.:: _1 

-- ---, 
', .2. ', 
L--- -

BeyoM Z1 

Zone 1 

Fire 

1'!'3 
i t11 

r~o 

Nn 

j - - I 

I .9S I 

I ---' 

INew probablttty: j 
Now .OODIMNi 

The project generation forms can be an aid in listing what measures are already in place and 

what additional measures have been proposed for consideration. This helps provide a more 

comprehensive listing ofwhat is being done and what changes could be made. 

The results of this portion of the process is a list of proposed activities to be evaluated by subject 

matter experts and other knowledgeable people to provide accurate estimates of the resource 

requirements and the impacts on both frequency and consequence that are forecasted to be the 
results of implementing the various projects. 

It's important to make explicit in this documentation that the changes in operating risks resulting 

from proposed risk reducing projects are actually forecasts ofthe future in the form of 

probabilistic predictions of impacts. 

The overall process is shown in the flow diagram below. 
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Step 4. "Scoring" (evaluating) risk mitigating projects 

This step in the process combines the work done in developing the base maps, scenarios and 

event trees along with the project descriptions that include estimated impacts on frequencies and 
consequences, total costs, time requirements, cash plow and net present value information. 

The objective is to develop a monetized estimate of the benefits resulting from implementation 
of the proposed risk-reducing projects and a monetized estimate ofthe costs incurred. The 

resulting benefit and cost information can be used to estimate the "pay back" value of each of the 
proposed risk-reducing projects. 
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The scoring is done using the event tree as the basis for evaluation. 
1. 	 Estimate the frequencies without a project implemented and 
2. 	 the frequencies after a project is implemented. 
3. 	 The second part of the scoring is to estimate the impact on each ofthe attribute metrics 

without the project and 

4. 	 the impact on each ofthe attribute metrics after the project is implemented. 

A form can be used to capture these estimates. The estimates are provided by the subject matter 
experts in each area and reviewed by the team until consensus is agreed to. 

Step 5. Prioritization of resource allocation and risk reducing projects 

The ultimate objective of a risk management process is the allocation of resources and 
implementation of risk-reducing projects. 

Organizations whose activities pose potential threats to the public and the environment (in 
addition to their own assets and employees) are required to demonstrate responsible risk 

management practices. This means that the logic not only ofthe risk assessment procedures that 
are employed but also of the allocation of resources to address potential threats. 

The responsibility of risk management, then, ultimately requires a logical defense of resource 
allocation (both the amounts and the activities to which these amounts are allocated) and what 
the estimated impacts on overall risk are for those allocations. 

There are a number of ways that organizations have used to demonstrate effective resource 

allocation. Some ofthe most common include the following: 

• 	 Show that resources have been allocated to mitigating every identified risk scenario 

• 	 Show that resources have been allocated to every identified mitigating strategy 

• 	 Show that resources have been allocated to mitigating activities addressing the biggest 

identified risks 

• 	 Show a "risk matrix" that has no identified threats in the "red zone" 

• 	 Show that resources have been allocated to mitigating activities in every regulatory 
category or every area where past adverse events have occurred or to well-recognized 
areas (health, environment, etc.) 

Unfortunately, none of these strategies are effective in serving the organization's ~d public's 
best interest, which is the fastest possible reduction in overall risk for the amount of resources 
and time allocated. 
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The use ofthe monetized multi-attribute value model together with the monetized costs of the 
proposed projects provides a financial estimate ofthe value of the risk reduction associated with 
every risk-reducing project or activity that has been evaluated. In addition, there is an "audit 
trail" that documents the definition, identification and quantification of the risk, the event 
sequence creating the risk, the mitigating activities proposed for the risk and the evaluation of 
those proposed mitigations so the most effective can be identified. 

The projects can be ranked by benefit to cost ratio, assuring the organization, the public and the 
regulatory agencies that risk reduction is maximized for every additional resource allocated. The 
graph below illustrates this prioritization process. 

Projects ranked by benefit-to-cost ratio 

S18,00C o:o 

s1a,aoc o!:a 

$14,00C·.OCO 

; 
~ S12,00C·o:os 

.J 
Q, 

$10,00C o:o 
';j 
Q 
u;; $8,00C COO 

J 
J $6,0C<l,<JOC•i 
"' ~ 
(,) 

54,000,00C 

$2,000,000 

---------1 
~ ------e--------­

...,,.-.-- Tlrls set of prOJects tales up 

71
--­------ FRC 1111 sbol.lt 2/3 of rhe cost and 

Alk~ls __..,...,..,- rarums 20 % aJ the bensrit 
Gjol Iankbirrn 

l. baoeht . \\ rei:IUC ion 

C.s1 Abel.II 70"i. ol th~~~\ 20% ol \\'la cot>\ 


ed10T a......u 

/ doa:;; iv~t<>1 ls obtain 

I ' 

/ """-w" "'' 

l - S" D:J0,000 S1 SOD l>JO $2,0CoJ.')O: $2,500.000 53,000 OOU S..'l,.SOU,OCa 

Cum ul111l'I~ ColS1 al ..., Projeo lls in DoDans 

Since many (perhaps most) risk reducing projects take more than one fiscal year to implement 
and complete, this economic valuation of risk reduction aids the organization in developing five 
year plans and overall portfolios ofrisk mitigation activities. 
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This structure is important because some basic projects that are the platform for a wide range of 

subsequent smaller projects can be developed first so that the organization captures the 

efficiencies of risk reduction investments. 

Risk management and some traditional approaches 

There are a number ofwidely used approaches to defining, identifying, measuring and mitigating 

organizational risks. Some of the benefits and limitation of a few of the more common 

approaches are listed below. 

Traditional "risk matrix" approaches to ranking risks 

Most organizations that have taken a systematic approach to monitoring and managing 

organizational risk have employed, at some point, risk matrices as a tool for plotting and 

comparing risks. 

This approach uses a two-axis graph for plotting the probability and consequences of specified 

events. The graphical presentation can be very useful for displaying (and communicating) 

relative risks visually. This approach is typically not very helpful for prioritizing risk mitigation 

activities and projects because the graphical display has a number of weaknesses: 

• 	 The calibration of the axes is arbitrary, so the relative display varies as the units of 

measure on the axes change 

• 	 Dependencies and linkages between risky events are not apparent so unless this is 

covered in some other part of the risk assessment process, evaluating the impact ofrisk­

mitigation projects is difficult to display 

• 	 Most events that entail risk for an organization have a range ofpotential outcomes both in 

terms ofprobability and consequence levels. Since these outcomes can often stem from a 

single root cause, displaying them is often reduced to displaying only the highest 

consequence outcome rather than the "distribution" ofoutcomes 

• 	 Allocation of resources for risk mitigation is not easily displayed so the "risk reduction 

per unit of resource allocated" is difficult to capture. 

• 	 The categorization of risk is typically done by blocking the risk matrix off into 

rectangular or square regions ofthe matrix. While this is an easy way to identify higher 
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risk categories, there is nothing about relative risk that lends itself to "decision blocking" 
where one blocked region is more or less concerning than another. 

Nevertheless, risk matrices are still useful and remain widely used for displaying, discussing and 
communicating relative risks and in this way play a key role in the risk management process of 

many organizations. 

Balanced score card methods 

The use of balanced score card methods has been popular for decades as an aid to organizational 
decision making. This structure allows decision makers to be explicit about multiple objectives 
(or evaluation criteria) and some ofthe methods allow further categorization by "required" and 
"helpful" or "desired" categories for the scoring and weighting of proposed projects. 

What these approaches lack is a sound methodological base for eliciting the evaluation criteria, 
developing the metrics and "value functions" for the scoring process, or a methodological basis 
for establishing the tradeoff coefficients, or weights. In addition, they are not formally linked to 
the risk assessment process but serve, rather, as an ad hoc add-on at the end for "scoring" 
projects. 

These approaches are useful for smaller projects but are typically not rigorous or integrated 
enough to evaluate portfolios ofresource allocation options to address enterprise-level risks. 

Kepner-Tregoe 

Kepner-Tregoe decision procedures are a special case ofbalanced score card type approaches. 
They are a set of ad hoc commercial products and procedures that can be employed to aid 
decision makers in keeping track of root cause analyses, multiple objectives, and relative scores 
ofvarious activities or projects competing for resources. These procedures are variations ofthe 
balanced score card approaches. They are useful for straight-forward and less complex projects 
but are not methodologically based, have difficulty evaluating projects with competing 
objectives, and cannot be expanded appropriately to portfolios ofprojects or resource allocations. 

Like other balanced score card approaches, the rules for value functions and combination rules 
are fixed and the determination of tradeoff coefficients (weights) are not methodologically based, 
so are vulnerable to unintended biases or skewing. 
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Neither K-T nor balanced score card methods more generally are methodologically linked to 
incorporating uncertainty as part of the risk assessment or management but include this aspect in 
a more general ad hoc fashion. 

Analytical Hierarchy Process (AHP) 

AHP is a formal process for evaluating and prioritizing activities when there are multiple 
objectives to be used in the evaluation of the competing projects or activities. The development 
ofthe objectives and metrics for measuring the degree of achievement for projects is structured 
and can provide a lot of value to organizations in need of identifying the set of criteria to be 
achieved in their risk management program. 

The actual evaluation and prioritization scoring is based on solving the Eigen-structure of the 
score matrix for the projects. The eigenvalues from this structure are used to determine the 
priority ofthe projects. This makes the AHP approach vulnerable to the "sensitivity to 
unconsidered alternatives." For example, if scoring and prioritizing of four options shows that 
alternatives A, B, C, and D are ranked in that order, if project D is dropped from consideration 
and the same original scoring for the remaining three projects is retained and the AHP matrix run 
again, the order may no longer be A, B, and C, even though nothing has changed in their scores 
and the only difference in the analysis is that D, the least-valued alternative, was dropped from 
the scoring matrix. 

This kind of axiomatic flaw makes AHP, while a useful framing process for decision making, 
unreliable for larger or sequential evaluations. 

Summary 

This outline illustrates some of the key steps in an integrated, enterprise-level, strategic risk 
management process. Because it is methodologically based from risk definition through the 
ultimate allocation of resources for risk reduction, it can be communicated effectively to senior 
stakeholders or management, to the public, to regulatory agencies and within the organization 
itself in terms ofhow resource allocations are impacting risk exposures. 

In addition, it provides an aid to enterprise budget management decision makers. 

Finally, this process recognizes that risk assessment is an expensive information gathering 
process and risk assessment should be conducted in a way that best serves risk management. An 
integrated decision structure allows the organization to estimate the "value of information" and 
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allocate scarce resources - often the time of key subject matter experts and access schedules - to 
the most useful risk assessment activities. 

The diagram below summarizes the three key portions of the process. 
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Effective risk management entails the active updating and use of all three assessments: biggest 
threats and risk, best and most effective mitigations and best budget allocations. Knowing the 
most pressing threats, where to develop effective mitigations and how best to allocate resources 
to both assessment and mitigation activities are the building blocks ofan effective, integrated, 
enterprise-level risk management process. 
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