April 13, 2006
Submitted by the Oklahoma Department of Environmental Quality, as amended June 2008

	CROMERR System Checklist


Overall Notes and Comments
Note 1. For the purposes of this document, “submitter” and “signatory” are used interchangeably. 

Note 2. For the purposes of implementation of the ERS System, DEQ has divided the documents that will be accepted into four groups:

1. Documents from delegated programs that require a signature  on the document by federal rule,

2. Priority reports and documents from delegated programs, which require a digital signature and more stringent verification,

3. Reports from delegated programs that do not require a signature and are not priority reports, and

4. Reports that are for non-delegated, state programs

Reports in categories 1 and 2 are subject to CROMERR requirements. Even though there is a distinction in the rule that allows for a lower level of validation, DEQ will treat items in categories 1 and 2 exactly the same, requiring the same electronic signature agreement and corresponding validation in both cases. 
Items in categories 3 are subject to CROMERR requirements, but are not subject to the signature requirements (validity of the electronic signature, binding the signature to the document, opportunity to review, understanding the act of signing, the electronic signature or subscriber agreement, acknowledgment of receipt, and determining the identity of an individual) imposed on items in categories 1 and 2. 
Items in category 4 are not subject to the CROMERR rules, and although they will be accepted via ERS at a later date, are not covered in the application. The application and these answers only apply to documents specifically included within the CROMERR rules. 

Note 3. ERS will store the human readable format document in the document management system, with signatures and a timestamp receipt signature applied by DEQ as the copy of record. This copy of record can then be used to prove the validity of the contents of DEQ’s databases.
Note 4. Several terms are used to describe the external person who is interacting with the ERS portal at DEQ, as their role varies depending on the stage of the process.  See Definitions below.
Note 5. ERS is a composite system comprised of separate components, although virtually all operational logic is implemented as a set of business rules in the Edoctus system. The constituent components of the ERS system are:

· The ERS Web Portal Application

· The Edoctus Document Management System

· Microsoft Certificate Server

· Microsoft Active Directory 
Definitions and Abbreviations
COR- the Copy of Record.
DEQ- The Oklahoma Department of Environmental Quality.  The applicant agency.

Digital Signature- a PKI standards compliant digital signature permanently affixed to and a part of a document. Where referred to in this document, this is always a signature compliant with FIPS 186-2.
EDMS- Electronic Document Management System. The document management system is use at DEQ. Used interchangeably with the term Edoctus. 
Edoctus- The Edoctus Document Management System, the document management system is use at DEQ. Used interchangeably with the term EDMS.

Electronic Signature- A signature hash created by the CROMERR portal using the user’s hashed password, the contents of the document, any digital signatures applied to the document, and the date and time of submission. This electronic signature is permanently stored with the digitally signed document. The electronic signature validates that the user saw the attestation at the time of submission.
ERS- Electronic Reporting System. This is Oklahoma DEQ’s portal for the submission of electronic documents.

ESA- Electronic Signature Agreement

PKI- Public Key Infrastructure.

PKCS- The Public-Key Cryptography Standards are specifications produced by RSA Laboratories in cooperation with secure systems developers worldwide for the purpose of accelerating the deployment of public-key cryptography. First published in 1991 as a result of meetings with a small group of early adopters of public-key technology, the PKCS documents have become widely referenced and implemented. Contributions from the PKCS series have become part of many formal and de facto standards, including ANSI X9 documents, PKIX, SET, S/MIME, and SSL.
Requester- The external individual requesting a digital signature certificate and the ability to submit documents to DEQ. This individual may represent themselves or a regulated entity.
Submitter- An external individual who is submitting a document to DEQ utilizing the ERS portal. The submitter must have requested and obtained a digital signature certificate and portal account to upload priority reports or reports that require a signature by federal rule. 
	CROMERR System Checklist

	Item
	 

	Registration (e-signature cases only)

	1. Identity-proofing of registrant

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
The Oklahoma DEQ has elected to utilize the subscriber agreement alternative of the CROMERR rule.  DEQ will initiate the process by notifying regulated entities of the new system for electronic submittal, as well as any corresponding mandates or options.  This notification will be completed according to the procedure in Oklahoma Rule 252:4-17-3, which states that “When the Executive Director has announced on the DEQ's public website that the DEQ is accepting specified electronic documents in lieu of paper to satisfy requirements under authorized programs, individuals who submit such electronic documents must use the DEQ's CROMERR compliant electronic document receiving system.” The notification will include an overview of the processes and instructions on how to register for an electronic signature certificate.  
A detailed use case describing the Certificate application (ESA) process described below is provided in Attachment #25a.
The notice and instructions will direct the requestor to DEQ’s CROMERR Registration web-site, ERS (See Attachment #1) where they will supply the demographic information required by DEQ’s Electronic Signature Agreement, including: company name/address, the type of reports they are interested in submitting electronically, the name(s) of persons authorized to submit, name of the company official making the authorization, and valid e-mail addresses for both the submitter and company official. 
In addition to the demographic information listed above, the requestor will also supply a username and password that must comply with DEQ’s password requirements (See Attachment #24) as applicable to parties external to DEQ. ERS will validate the password for acceptability. The password is only known to the registrant and the registrant is solely responsible to protect and maintain the password as DEQ will not permanently store the password. Instead, DEQ will use the password to encrypt the private key and create an Active Directory account. Once the account is created the password will be erased from the system. 
Finally, in addition to all of the information listed above, the requestor must provide answers to 5 knowledge based questions which they choose from a list of 20. The question and answer pairs will be hashed and stored in Edoctus along with other information provided.  
Note: a valid email address will be required for electronic submission in all cases, irrespective of whether or not the submission requires signature. Automated notifications are sent via email, as it will be the means to provide out-of-band notification (see Item #12 below).
After all of the information has been provided and submitted, the requestor will be directed to print a paper copy of their personalized ESA, affix hand-written signatures from both the authorized requestor and the authorizing company official, and get the signatures notarized.  The ESA will then be mailed (or hand delivered) to the Oklahoma DEQ (attention to DEQ’s designated ERS Administrator) with a cover letter showing the logo or letterhead of the entity, if available. (See Attachment #2 Appendix E – Electronic Signature Agreement, as included in DEQ’s Rules of Practice and Procedure).  This printed document will be “bar-coded” for automated cataloguing within Edoctus.
Once the signed and notarized ESA has been received by DEQ, the ERS Administrator will, after review of accuracy and completeness, conduct an investigation to validate the identity of the applicant and the relationship to the regulated entity.  The investigation is conducted by  contacting the company official using a publicly listed phone number verifying the information provided in the application and providing the official with a brief review of procedural highlights.  
Upon completion of a successful investigation, The ERS Administrator will mark the certificate request as accepted within Edoctus. This action will initiate an automated process to 

· create a user account and certificate for the requestor,

·  e-mail the requestor a notification that the ESA has been approved, including a hyperlink and instructions for downloading a personalized electronic signature certificate from the ERS Portal, and 
· Email a notification to the authorizing company official that the ESA has been approved.
The hyperlink in the email to the requestor will include a 32 character unique identifier that identifies the request and serves as an additional measure of affirmation that the requestor is the person downloading the certificate.

	
	System Functions:
A detailed use case describing the ESA application process is provided in Attachment #25a.

· Information collected from each requestor during the ERS Application process will be recorded in agency’s Electronic Document Management System (referred to as EDMS or Edoctus). 
· The agency’s Certificate Server will generate a public/private key pair for the requestor.

· A private key will be assigned to the applicant, and will be delivered to the client with the Certificate package.
· An account will be created in Active Directory.
Standards for our authentication procedures are identified in NIST SP 800-63, Electronic Authentication Guideline. We expect to achieve level 2. (See Attachment #3).


	
	Supporting Documentation (list attachments): 
Attachment #1. ERS Overview
Attachment #2. Appendix E - Electronic Signature Agreement
Attachment #3. Electronic Authentication Guideline
Attachment #24. Oklahoma DEQ Password Requirements for Certificate Users
Attachment #25a. Use case: Certificate Request and Delivery


	1a. (priority reports only) Identity-proofing before accepting e-signatures

	 
	Business Practices:
Applicability: This item applies to all submissions with an electronic signature.
DEQ will complete substantial identity proofing before accepting electronically signed reports from a submitter. Identity proofing will consist of:
1. Receipt of a valid, ESA, Signed in ink and notarized (paper document).
2. Verification and investigation by an Oklahoma DEQ designated administrator.
3. Issuance of a private key required for certificate use.
4. A digital signature created using a DEQ-issued certificate shall be required for acceptance of priority reports or documents that require a signature by federal rule.
Identity proofing occurs throughout the process from the e-signature agreement to the submittal itself.

	
	System Functions:
The system will validate that:
1. the document has a valid digital signature created using a certificate issued by Oklahoma DEQ,
2. the certificate has not been revoked by the certificate authority, and
3. the certificate has not expired.


	
	Supporting Documentation (list attachments): 
Attachment #1. ERS Overview
Attachment #2. Appendix E - Electronic Signature Agreement
Attachment #3. Electronic Authentication Guideline

Attachment# 24. Oklahoma DEQ Password Requirements for Certificate Users
Attachment #25a. Use case: Certificate Request and Delivery


	1b. (priority reports only) Identity-proofing method (See 1bi, 1bii, and 1b-alt)

	1bi. (priority reports only) Verification by attestation of disinterested individuals

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
Oklahoma DEQ will require the signatory to use a notary as a disinterested party (as referenced by the rule 3.2000(b)(5) (vii) (A) – (B)).
After the certificate requestor has submitted the application online, the requester will print out the form and the e-signature agreement and sign those in the presence of a state licensed notary.


	
	System Functions:
NA

	
	Supporting Documentation (list attachments): 
See documentation as referenced above (Item #1).


	CROMERR System Checklist

	1bii. (priority reports only) Information or objects of independent origin

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
In witnessing or attesting a signature or for verification upon oath, a notary public in Oklahoma must determine, either from personal knowledge or satisfactory evidence, that the signature is that of the person appearing before the officer and named in the notarized document.
Satisfactory evidence that the signature is that of the person appearing can include state driver’s license, social security card, passport, or other state or federally issued sources of identification.

	
	System Functions:
N/A

	
	Supporting Documentation (list attachments): 
Attachment #1. ERS Overview
Attachment #2. Appendix E - Electronic Signature Agreement
Attachment #3. Electronic Authentication Guideline

Attachment# 24. Oklahoma DEQ Password Requirements for Certificate Users

Attachment #25a. Use Case: Certificate Request and Delivery


	1b-alt. (priority reports only) Subscriber agreement alternative

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
Oklahoma DEQ’s implementation of a portal to accept documents in compliance with the CROMERR rule is explicitly based on the subscriber agreement alternative of the federal rule. The Oklahoma Electronic Reporting System (ERS) is designed around a PKI infrastructure, including digital signatures attached to submittals.  The Oklahoma DEQ will host its own certificate server, collect and retain all paper documents (Electronic Signature Agreements, etc.), and perform verification and investigation of the validity of those documents through the DEQ Customer Services Division.  This verification process is detailed above in 1. Identity-proofing of registrant.  


	
	System Functions: 
The DEQ ERS portal will utilize multiple levels of validation to verify that the submitter to whom the certificate and account were issued is the individual submitting a document. The entire system is based on industry standard PKI infrastructure. These precautions include:
· Use of a username and password to log on to the portal,
· Use of knowledge based questions to gain access to the portal,
· Reminder of the of the agreement between the submitter and DEQ have made (as set forth in the original electronic signature agreement) at each login,
· Issuance of Digital Certificate PKI Credentials, and

· Requirement for digital signature using a DEQ issued certificate on each and every document requiring electronic signature.
· Requirement for password to apply digital signature.



	
	Supporting Documentation (list attachments): 
Attachment #1  ERS Overview
Attachment #2  Appendix E - Electronic Signature Agreement
Attachment #3  Electronic Authentication Guideline

Attachment# 24  Oklahoma DEQ Password Requirements for Certificate Users

Attachment #25a  Use Case: Certificate Request and Delivery
Attachment #26  Use Case: Log On to ERS


	2. Determination of registrant's signing authority 

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
A portion of the ESA explicitly authorizes the individual to submit legally binding reports by the company official.  It is the responsibility of the authorizing company official to assign the correct individual to submit reports and notify Oklahoma DEQ of any change in relationship of the individual with the entity.  The Oklahoma DEQ will also verify the registrant’s signing authority during routine inspections of facilities. Inspections will be scheduled to include verification of all reporting facilities no less than every five years. 

	
	System Functions: 
N/A

	
	Supporting Documentation (list attachments):
Attachment #2 Appendix E - Electronic Signature Agreement
Attac 


	CROMERR System Checklist

	3. Issuance (or registration) of a signing credential in a way that protects it from compromise

	 
	Business Practices: 

Applicability: This item applies to all submissions with an electronic signature.
Oklahoma DEQ will use Public Key Infrastructure based credentials. The agency will serve as a Certificate Authority who will generate the public/private key pair.  Credentials will be issued based on the completion, validation, and investigation of an ESA created under DEQ’s document submission rules as promulgated to satisfy the requirements of the federal CROMERR rule.
Issuance of PKI Credentials and an ERS Portal Account.
Attachment #25a provides a step by step use case that clearly defines the process of requesting and delivering certificates. 
The Requester begins the process of obtaining credentials by completing and submitting the information necessary to apply for an account and certificate as described in Item#1. This information includes an email address, a password and answers to knowledge based questions, as well as all of the information necessary to create the Electronic Signature Agreement. 
The password must be a strong password, at least 8 characters long and containing at least 3 of the following four types of characters: Upper Case, Lower Case, Numbers, and Punctuation (See Attachment #24). This password is created and validated for acceptability during the completion of the Electronic Signature Agreement Application on line. NO information regarding the password is retained on the client computer. While the certificate request is pending, the password is stored in a hidden, encrypted field within the Document Management System (Edoctus). When the request is approved, the Certificate is created and the password is used to encrypt the private key of the certificate, and it is used to create an Active Directory account for the user to use in logging onto the ERS Portal. Once the account is created and the private key is encrypted, the encrypted password entry is immediately removed from Edoctus. The password is stored as a hash in Active Directory, with no departure from the standard DOD- approved password process in Windows, The password cannot be recreated from the hash. Instead, you must have the password to create the hash. Once the certificate is created and delivered and the account is created, DEQ will retain no record of the password provided.
The private key generated by the DEQ Certificate Authority Server (Microsoft Certificate Server) is required to utilize the certificate to sign a document. The private key is encrypted by the certificate authority server when it is generated, using industry standard PKCS methodology (128 bit RSA). Any time the signatory wishes to utilize the certificate to sign a document, they will be prompted for the password needed to decrypt the private key for use. All PKCS compliant software packages, including Acrobat, Word, Excel, and the DEQ Signing Tool, provide a method to enter the password. Certificates issued by DEQ will NOT be usable with any software package that does not support private key passwords, as those packages will not be able to decrypt the key for use. This provides an added layer of security, for the digital signature certificate, in that a person must have both a valid private key and a password to decrypt that private key prior to use.
As an additional layer of protection, The user will be provided with a list of 20 knowledge based questions to choose from, and must answer five (5) of the 20. The question answered and the answer provided will be combined into a hash and stored on the server. Without the appropriate question and answer combination, the hash cannot be recreated, and authentication will fail. This provides an extra layer of protection, as DEQ stores only the question selected and a hash of the combination of the question and answer. The SHA256 algorithm with be used to generate the stored hash.
Upon submission of the request, an Electronic Signature Agreement (ESA) form will be generated from the information provided by the Requester. The Requester will be directed to print the ESA, sign, notarize and return it to DEQ via either US Postal Mail or hand delivery.  
Once the application has been approved, DEQ will send an email to the applicant at the email address provided at the time of application that notifies the requestor that his or her request has been approved and that the certificate package is available for download, along with a hyperlink to the ERS portal (See Attachment #32) To obtain the certificate, the Requestor must click the hyperlink in the email, which provides a 32 bit certificate download key to the server, and then log onto the ERS portal (all connectivity with the portal is secured with SSL, which provides data integrity and encryption protection), using the strong password provided at the time of request, and answer two randomly selected (using the millisecond as the seed of the random function) out of the five knowledge based questions correctly. Note that to obtain the certificate, the requestor must log in using the hyperlink provided in the email notifying him or her of the approval of their request, as this hyperlink contains a 32 character unique identifier (System Generated GUID) download key used to obtain the certificate. The hyperlink takes the user to the portal login page and provides the server with redirection information (download key) to be used to access the certificate.
The certificate package will then be available for download. Once the certificate is obtained, the Requestor must provide his or her private key password each and every time he or she wishes to sign a document.
Documents Requiring Signatures.

Documents that are priority documents or documents that require a signature by federal rule must be digitally signed using the certificate obtained from DEQ. The certificate can only be utilized when a password is provided to decrypt the private key. This password is the one selected at the time of completion of the ESA. 

The digital signature process is entirely separate from the submission process in ERS. Signing is an off-line process, in that the ERS portal does not participate in the process. ERS provides the submitter with a PKI certificate to use for signing, and that signing may be completed within the application creating the submission, such as Word, Excel, or Acrobat, or by utilizing the signing utility that DEQ will provide as a free download from the ERS web site. All of these tools can utilize an industry standard certificate to sign a document. To apply the signature, however, each of these applications requires that the user provide the password to decrypt the private key. 
Validation of Submitters and Submissions.
DEQ’s approach takes a number of steps to validate that the certificate is only delivered to and used by to the individual to whom it was issued. Delivery is accomplished via the ERS portal, and all documents signed using the certificate must be submitted via the ERS portal. The procedures for obtaining the certificate via the portal are discussed above. Use of the portal to submit documents is discussed in this section.
To submit a report that requires an electronic signature, the submitter must log on to the ERS portal using the username and password combination selected during the ESA Application Process.
In addition to the user ID and password fields, the login page of the portal will present the submitter with an attestation that reminds him or her of the contents and legal authority of the ESA under which the account and credentials were issued. The submitter must check the “accept” box to proceed into the portal to submit documents in addition to providing credentials to log on. 

ERS will select two (2) of the knowledge based challenge questions in a random fashion These questions will be provided to the submitter, who must answer them successfully to proceed. 

Once the submitter has successfully entered responses to the knowledge based challenge questions, he or she will be presented with an attestation that reminds him or her of the contents and legal authority of the ESA under which the account and credentials were issued. The submitter must check the “accept” box to proceed into the portal to submit documents.

	
	System Functions: 
The system will allow the registrant to log on and download the certificate package. To download the package, the submitter must have the email that notified him or her of the acceptance of their ESA. This email contains a hyperlink to the ERS portal’s login page. The hyperlink must include a 32 character unique identifier that identifies the request and serves as an additional measure of affirmation that the requestor is the person downloading the certificate.  Login to the portal requires the following measures:

· The submitter must log on to the ERS portal using the username and password combination selected during the ESA Application Process. The attestation and reminder of the legal force of the ESA are displayed on this login page and the user must click “accept” to proceed.
· The submitter must provide the answers to two (2) of the knowledge based challenge questions selected by ERS in a random fashion, using the built in random function available in the .NET Framework. The current implementation of the Random class is based on Donald E. Knuth's subtractive random number generator algorithm. For more information, see D. E. Knuth. "The Art of Computer Programming, volume 2: Semi numerical Algorithms". Addison-Wesley, Reading, MA, second edition, 1981. The random function will be seeded from the millisecond of the request to maximize the unpredictability of the function.
The private key will be generated and stored as part of an industry standard PKS package and delivered to the Requestor via a secure download. Once the ERS administrator has investigated and approved the certificate, he or she will mark the certificate approved in the Edoctus. The Requestor will then receive an automated email notifying him or her of the approval and availability of the certificate package. To obtain the certificate, the Requestor must click the hyperlink in the notifying email received from DEQ, provide login credentials to the ERS Portal, which is protected by SSL, providing both his or her password and the answer to two randomly selected knowledge based questions. 
Edoctus records the date and time that the email was sent in the meta data of the certificate request form. The Certificate Request and Delivery process is described in detail in Attachment #25a. in the document management system.
A 128 bit encryption algorithm (RSA) will be used to encrypt private key. If the credential or the password is lost or otherwise compromised, or the relationship between the signatory and the regulated entity is terminated the certificate will be revoked and placed on a CRL.  After a certificate has been revoked, the application process must be started over from the initial stage.

	
	Supporting Documentation (list attachments):
Attachment # 4  White Paper PKI 

Attachment #24    Oklahoma DEQ Password Requirements for Certificate Users
Attachment #25a  Use Case - Certificate Request and Delivery
Attachment #26  Use Case – Log On to ERS 

Attachment  #32  Email Notification Template-Certificate Issue/Rejection

	4. Electronic signature agreement

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
This requirement is described in detail in Section (1) of this document.  This process addresses pertinent issues including protection from compromise, reporting such compromise to Oklahoma DEQ and submissions to be held as legally binding.
This agreement will ensure that the subscriber agrees:
1. to solely use the digital certificate for submission to Oklahoma DEQ;
2. to store sensitive information regarding the certificate in a secure location;
3. to notify Oklahoma DEQ in the case of lost or potentially compromised sensitive information;
4. to carefully review the items which are being submitted;
5. acknowledges they will receive a notification from Oklahoma DEQ upon successful submission;
6. to notify Oklahoma DEQ upon any changes in employment or responsibility of the signatory within the company.
This requirement will be handled with the agreement the submitter originally submits in item number 1.

The electronic signature agreement itself explicitly lays out the legal requirements that are assumed by the individual signer, and direct statements regarding the importance of protecting the certificate, private key and answers to challenge questions from compromise are be included on the page providing the ESA for download and on the attestation provided at each login to the portal. 

	
	System Functions:
The system will provide the legal requirements and statements regarding the importance of protecting the certificate, private key and answers to challenge questions from compromise to the submitter both at the time of application for the ESA and at each login to the ERS portal.

	
	Supporting Documentation (list attachments): 
Attachment #2 Appendix E - Electronic Signature Agreement
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	Signature Process (e-signature cases only)

	5. Binding of signatures to document content 

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
Oklahoma DEQ will require a valid digital signature compliant with FIPS 186-2 to be affixed to all documents requiring electronic signature before they are uploaded to the ERS portal. This signature will be created using Industry standard PKI based digital signing techniques, and will be affixed utilizing software on the submitter’s computer prior to submission. 

§ 3.2000(b)(5)(iv) of CROMERR requires that the signatory be presented with an attestation at the time of signature. Since this is impossible with PKI digital signature methodologies, at the time of upload Edoctus will create a second electronic signature on each document that is a priority report or requires a signature by federal rule as the document is uploaded. This signature will be created as a hash of the user’s password, the date and time of submission and the contents of the document submitted, and stored as a part of the permanent copy of record. For the purposes of CROMERR, the Electronic signature will thus consist of two elements, the digital signature and the password, and one of these elements -- the password -- would be executed at the time the signer was presented with an attestation.
Oklahoma DEQ will provide a signing application (available for download after certificate is issued) to all signatories to affix a digital signature to the human readable format of the data being submitted.  The application will be flexible enough to be used in a wide variety of scenarios.  Adobe Acrobat and Microsoft Word provide an ability to easily sign the document.  Where data is submitted to a data collection system at Oklahoma DEQ, a human readable response document, digitally signed by DEQ, will be presented to the submitter to obtain a digital signature on the submitted data. The digital signature will incorporate a hash value that is calculated from the content of the document which will be encrypted to prevent tampering of the document content. The hash is specifically derived from the entire human-readable document, prior to affixing a digital signature.  The digital signature actually contains the hash value for the purpose of preserving the integrity of the file. 
Attachment # 27 provides a use case that lay out the entire process in a step by step fashion, defining each step and related requirements. A step by step summary is presented below.

1. Submitter reviews his or her document, and determines that the document is ready for submission. This document may be one of two kinds:

a. A document generated by the submitter, or

b. A document that was generated by DEQ, digitally signed by DEQ, and delivered to the submitter by DEQ for review and submission.

2. Submitter applies his or her digital signature to the document, using Adobe Acrobat, Word, Excel, the DEQ-supplied signing tool, or some other application that can apply a digital signature, using a certificate, to the document. The submitter must supply their private key decryption password in order to sign.
3. Submitter navigates his or her web browser to the ERS Portal. 
4. The submitter is presented with a login page containing an attestation statement reminding the submitter of the digital signature agreement that he or she has signed, and the legal authority and binding nature of that agreement and documents uploaded under the agreement.
5. Submitter logs into the portal with his or her user name and password.

6. Submitter is prompted to provide answers to two of the five knowledge based questions.
7. Once the questions are answered, the submitter navigates to the upload page.

8. The submitter selects the program and report he or she is submitting from pre-populated drop-down lists. 

9. The user selects the signed document to upload and enters the path to the document in the file upload box in the browser. 

10. The submitter clicks the upload button to submit the document.

11. ERS validates the signatures and the business rules associated with the document submitted, and either accepts the document or provides the user with a response as to why the document was not accepted. 
12. ERS creates an electronic signature hash using the document and its contents along with the hash of the user’s password as entered in step 5, and stores this electronic signature as a part of the copy of record. 

See the discussion in later answers for more detail. Note that the documents “accepted” by the ERS portal may not be accepted by the specific program to which the document is submitted.

	
	System Functions: 
There are two scenarios (discussed at length in Item#6) where ERS delivers documents to the signatory: the case where ERS generates a human readable form and the case where ERS receives a human readable form from another system. In either case ERS applies a digital signature to the document before delivering the document to the signatory. Once signed, any change in the document will invalidate the signature. The presence of this signature provides proof to the external entity (and to DEQ when the document is returned) that the content of the document has not been altered, that it came from DEQ, and that it was generated at a specific and provable date and time. In all cases, the document, with the DEQ digital signature intact, will be delivered to the signatory via a Secure Sockets Layer connection. This provides two levels of assurance to both DEQ and the signatory. Both the digital signature and the SSL connection serve to protect and validate the data and its contents. The digital signatures are created by the Windows Certificate Services server using 1024 bit encryption and the RSA algorithm. SHA256 is utilized for generating password hashes only.
There is necessarily a level of reliance on the signatory’s review of the contents of the PDF. Just as in the case of any other legal document, it is the legal responsibility of the signer to validate the contents of the document that he or she is signing. Because of the level of security in the transmission and validation process, the primary focus of this review by the signatory should be that the contents are what he or she intended. Mistakes in entry to a web reporting system can have profound effects on the data, and this provides the signatory with a final chance to review and validate the information submitted.

When the document is returned to DEQ, both signatures are validated… both the DEQ signature and that of the signatory. If the DEQ signature is missing, it notifies DEQ that the document has changed from the version delivered by DEQ, and the submission will not be accepted.  The signatory’s signature, once validated, notifies DEQ that the document received is the one reviewed by the signatory. If both signatures are valid, the submission is accepted by the ERS portal and a timestamp signature is applied to the document. In addition, ERS will create an electronic signature hash using the document and its contents and digital signatures along with the hash of the user’s password. Once these actions have been taken, the copy of record will be stored in the permanent repository. An automated email is sent to the proper authority with DEQ. The proper authority will be an official or officials, such as a program manager, who has been designated as the recipient of the particular type of submission by the division of DEQ in charge of the related program.


	
	Supporting Documentation (list attachments):
Attachment # 5a  System diagram  - ERS Process 1
Attachment # 5b  System diagram – ERS Process 2
Attachment # 27   Use Case – Document Upload


	6. Opportunity to review document content

	 
	Business Practices: 
Applicability: This item applies to all submissions. Digital signature return requirements only apply to reports with an electronic signature.
There are two scenarios associated with this function. In the first scenario, data is being submitted, and a human readable document is being generated from that data by DEQ. In the second scenario, the human readable document IS the submission in and of itself. In this second scenario, there is no separate data submission. These two scenarios are handled as follows:
Scenario 1. Data Submission

In this scenario, the process starts with the submission of data to DEQ by an external entity. This submission may be via interaction with a web application, where data is collected field by field, or via bulk uploads of information. In either case, DEQ will generate a human readable document from the data. There are two possible cases for the generation of this document:

· Generation by ERS.  In this case, the ERS portal will transform the submitted data in a human readable format, either via XSL transform, Crystal reports, Sybase Data Window, or some other reporting engine.

· Generation by the Host Application. In this case, the application collecting the data generates the human readable document. The application does NOT deliver the document to the external entity, but instead, delivers it to ERS. This allows currently existing applications to become compliant without significant change, as the primary change is that they no longer deliver the document they generate directly to the external entity.

In both cases, ERS applies a digital signature to the document, and then delivers the document to the external entity. Once signed, any change in the document will invalidate the signature. The presence of this signature proves to the external entity (and to DEQ when the document is returned) that the content of the document has not been altered, that it came from DEQ, and that it was generated at a specific, provable date and time.

The certificate can be viewed by either DEQ personnel or the external entity utilizing standard software components included in most modern software, including Adobe Acrobat, Microsoft Word, and Microsoft Windows.

Once the document has been generated and signed, it is delivered to the external entity via download (in the case where an email is generated and sent to the external entity, that email will contain a download link, not the actual document – See Attachment #34). It is then the responsibility of the external entity to review the document, apply their digital signature, and return the document to the ERS portal to complete the submission. Just as in the case of any other legal document, it is the legal responsibility of the signer to validate the contents of the document that he or she is signing. (See Attachment #5b)
Once the external entity has reviewed and signed the document, he or she will submit the document to the ERS portal. At that time, the portal will present the attestation statement reminding the ESA and challenge the external entity to provide a password and answer knowledge based questions in a final check of the credentials of the submitter. If the submitter is able to validate his or her identity and upload the document, the ERS portal will check for the presence of the original DEQ signature. If this signature is not present, the document has been altered and the submission will be rejected. If the DEQ Signature is present, ERS will check for the submitter’s signature and verify that the certificate used to sign the document was valid. DEQ will then apply a second time-stamped digital signature (using a known public time authority). In addition, ERS will create an electronic signature hash using the document and its contents along with the hash of the user’s password. Once these actions have been taken, the copy of record will be stored in the permanent repository. This final signature provides a permanently affixed record that proves that the content of the document has not been altered, and that it was received at a specific, provable date and time. The document will then be stored in the repository along with the signature hash. An automated email message will be sent to the appropriate authority within DEQ (program manager or other designated official), and also to the registered email address of the submitter (See Attachment #6 and Attachment #27)
It is important to note that in either case, the data that has been received by DEQ is not to be regarded as validly submitted until the human readable document is returned to DEQ with a valid signature and accepted by DEQ. It is also important to note that the copy of record is NOT the data collected, but instead is the electronically and digitally signed human readable copy. It is quite simple to prove the validity and unaltered state of the permanently stored human readable document, but quite another to try to prove that the contents of a database have not been altered. By using the human readable document as the final, permanent copy of record, we have provided a legal resource that can prove the validity of the database and our electronic records. 
Scenario 2. Submission of a Document.

In this scenario, the external entity is submitting a human readable document that completely encapsulates the data involved in the submission. No separate data can be submitted or accepted in this scenario. This submission might be a document that is human readable and machine readable, such as a spreadsheet, or it might simply be a final signed document, submitted as a PDF, tiff, or other image format. In this scenario, the human readable format is generated on the submitter’s side and the submitted copy of record stands alone as the complete submission. 

In this scenario, the external entity will prepare and sign the document, and then he or she will submit the document to the ERS portal. At the time the submitter logs in to the portal, he or she will be presented with and must agree to an attestation statement, in addition to providing login credentials and the answers to two randomly selected knowledge based questions. If the submitter agrees to the attestation and is able to validate his or her identity and upload the document, the ERS portal will verify that the certificate used to sign the document was valid. DEQ will then apply a second time-stamped digital signature (using a known public time authority). In addition, ERS will create an electronic signature hash using the document and its contents along with the hash of the user’s password. Once these actions have been taken, the copy of record will be stored in the permanent repository. These final digital and electronic signatures provide a permanently affixed record that proves that the content of the document has not been altered, and that it was received at a specific, provable date and time (See Attachment #5b).
The digitally signed document will then be stored in the repository, along with the signature hash, and an email message sent to the appropriate authority within DEQ, and to the email address of the submitter (Attachment #6)

	
	System Functions: 
Note: This answer provides additional detail with regard to the Business Practices scenario section above. The business practices and system functions are somewhat inseparable on this topic.
The system will ensure that the submitter will be able to review the content of submission in some human-readable format before the final submission. The signatory, after reviewing, may accept or reject the document.  In case of rejection the signatory has the opportunity to repudiate; if accepted, the document is submitted with the electronic signature associated with it and no further modifications may be made without being detected.
Data Submissions (Scenario 1)
To convert the submitted data in human-readable format, the system may use one of the following approaches:
· Place the data in an XML format and convert it to HTML or RTF using XSL (eXtensible Stylesheet Language) transformation, and then create a PDF from the transformed document.
· Create a report with a reporting package such as Sybase Data Window, Crystal Reports, or SQL Reporting Services and convert it to PDF format within the application.
These approaches describe different technologies to generate the same human readable format document. The look and layout of data in the human readable format document will be the same irrespective of the technique used. In most cases, it is DEQ’s intent to produce a document that look substantially like the paper document that could have been completed. In cases where this is not possible, a clean grid layout format of the information will be created. An example of an Air Emission Inventory and the underlying XML are provided (See Attachment #29a,b,c). Regardless of which of the three technologies are used to create it, the Human Readable Format document will be a PDF that is delivered, signed by DEQ, to the user. 

Note here that the actual document may (and in most cases will) be generated by a different system, such as the Air Emissions Inventory Reporting System, and then delivered via the ERS Portal. Systems that currently generate documents will be modified only to deliver the document via ERS instead of directly. ERS adds a digital signature before delivery, so that DEQ can validate that the document did not change after DEQ generated it.
Human Readable Document Submissions (Scenario 2)

If the human readable format is generated on the submitter’s side and the submitted copy of record stands alone as the complete submission, the submitter will prepare and sign the document, and then he or she will submit the document to the ERS portal. At that time, the portal will challenge the external entity to provide a password and answer knowledge based questions in a final check of the credentials of the submitter. If the submitter is able to validate his or her identity and upload the document, the ERS portal will verify that the certificate used to sign the document was valid. DEQ will then apply a second time-stamped digital signature (using a known public time authority). In addition, ERS will create an electronic signature hash using the document and its contents along with the hash of the user’s password. Once these actions have been taken, the copy of record will be stored in the permanent repository. These final digital and electronic signatures provide a permanently affixed record that proves that the content of the document has not been altered, and that it was received at a specific, provable date and time (See Attachment #5b).
The document will then be stored in the repository, a message sent to the appropriate authority within DEQ, and an email message sent to the email address of the submitter

	
	Supporting Documentation (list attachments):
Attachment #5b ERS Process 2

Attachment #27 Use Case- Document Upload

Attachment #29(a,b,c) Data in XML format and the corresponding human readable document.
Attachment #34 Email Notification Template-Document Delivery


	7. Opportunity to review certification statements and warnings

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
When the submitter logs on to the ERS Portal, a screen will display reminding the submitter of the agreement they have made (as set forth in the original electronic signature agreement), and requiring them to check a check box attesting that he or she has read and agreed to the attestation statement. Once they have checked the box, the submitter is allowed to proceed into the portal.

	
	System Functions:   
The system will present the attestation warning at the time of sign-in to the ERS Portal. 

	
	Supporting Documentation (list attachments): 
See Attachment #7 – Final Attestation Warning 


	CROMERR System Checklist

	Submission Process

	8. Transmission error checking and documentation

	 
	Business Practices: 
Applicability: This item applies to all submissions. 

Oklahoma DEQ will rely on the standard TCP/IP over Ethernet technologies which the internet currently uses as the transfer mode for all data. The signed document will include a hash value.  In the event of a transmission error on digitally signed documents (types one and two), the document content would change which in turn changes the hash value, invalidating the digital signature, and subsequently the document as well. All interaction with the ERS portal, from initial application for a certificate and upload account through submission and review of documents, is secured via SSL (Version is 3.0). In the future, as adoption rises, we will enable TLS (the successor to SSL) as an even more secure alternative. For any document submitted, regardless of the presence of a digital signature, the SSL underlying protocol stack would detect changes between the communication end points, perceive those changes as corruptions and invalidate the document (changes in the encrypted document will cause decryption to fail).
Any transmission errors will invalidate the signed document, and will cause SSL protocol to fail which in turn result in the failure of the receiving process.

 Transmission errors and failures are treated as underlying network and infrastructure error. ERS itself does not receive invalid transmissions, as these are prevented by the underlying PKI infrastructure. 
Documents that were originally sent by DEQ but no longer have the DEQ signature are treated as invalid and changed, and therefore are rejected. In addition, documents that do not have a valid signature from an accepted signatory are also treated as invalid and are then rejected. Finally, if the signature on the document does not match the user currently logged onto the ERS portal, the document is treated as invalid and rejected. An email detailing the reason for rejection is sent to both the submitter and the ERS Administrator (See Attachment #30). A record of the invalid submission attempt is also created and stored in Edoctus. In cases where an invalid document is received, that document is stored as part of the invalid submission record. A failure message will then be presented to the submitter indicating they must resubmit.
After a successful transmission has occurred, the signed document will be checked to verify Oklahoma DEQ was the issuer of the certificate and the certificate is not on any CRL.

	
	System Functions: 
The error checking is handled by the underlying network and operating system components.  
The SSL protocol makes it impossible to tamper with transmitted data, in that tampering with the data causes the encryption/decryption process to fail, which in turn causes a protocol failure and rejection of the packet(s).  Transmission errors and changes in transmissions are handled by the protocol stack on the server, and invalid uploads and transmissions are therefore not received by the ERS portal.  The protocol failure itself is logged in the web server logs on the host server. SSL is independent of any application like ERS that is running on the internet server, as these applications utilize a higher level protocol that is layered on top of SSL transparently. SSL supplies asymmetric cryptography for server authentication, which is used by the client to verify the secure server's digital identity and also allows the client and server to negotiate a symmetric encryption algorithm and secret session key, used for data confidentiality, prior to the transmission or receiving of data by the application protocol. A keyed hash is used to guarantee data integrity for data that is encapsulated by the protocol. Any modification causes the hash to fail.

	
	Supporting Documentation (list attachments):
See Attachment #4  White Paper PKI


	9. Opportunity to review copy of record (See 9a through 9c)

	9a. Notification that copy of record is available

	 
	Business Practices:

Applicability: This item applies to all submissions. 

DEQ Requires a valid email address to be provided in any case where a document is submitted via ERS.

Documents requiring electronic signature must be digitally signed and submitted by a recognized holder of a DEQ digital signature certificate. For these documents, the email address associated with the ESA will be used to provide notification of document submission and availability for review. Even if a signature is not required on the paper document itself, a digital signature is required on the electronically submitted document in cases where the document submitted is a priority report. Without this digital signature, it would be virtually impossible from a legal perspective to prove the source and unaltered state of the document. So, at the very minimum, at least the submitter must have digitally signed the document to prove its source. Note that in some cases, additional digital signatures may be required on a document if multiple signatures are required i.e. as described in section 3.200(b)(4) of the rule.

When other documents submitted to ERS, including both those documents that are submitted in relation to a delegated program and documents that are submitted to satisfy state reporting requirements, the submission must include an email address as a component of the submission. In this case, this email address will be used to provide notification of document submission and availability for review.
Notification that a final submittal is made and a copy of record is available is sent via e-mail immediately after the final submittal.  This email will contain a reference to the submitted document and information on how to retrieve the document (See Attachment #6).
In the event this notification e-mail message is undeliverable, the email server will register this event. The ERS Administrator will regularly check the ERS mailbox and respond to undelivered messages by attempting to obtain a valid email address by contacting the signatory or the company official authorizing the signatory over the phone. If the email address has changed since the certificate was issued, the submitter has to go through the process of registration. This is also the case when the submitter requests for a change of email address.

	
	System Functions: 
The system stores the signatory information including the e-mail address in Edoctus. After the signatory does the final submittal, the system checks for validity of the submittal and automatically sends out a notification of the submittal and availability of the copy of record immediately via e-mail. 

The system uses a locally hosted secure SMTP Mail Server to send out e-mails through the application.

	
	Supporting Documentation (list attachments): 
See Attachment #6  - E-mail Notification Template


	9b. Creation of copy of record in a human-readable format

	 
	Business Practices:
Applicability: This item applies to all submissions. 

In the Oklahoma DEQ ERS a copy of record is comprised of the three elements required by the rule, and the copy of record is the human readable format, in compliance with the fourth requirement associated by the CROMERR rule with the copy of record. The elements  of the copy of record are:

· The document submitted.

· All of the electronic signatures that have been executed to sign the document or components of the document signed document and its contents. If the document requires a signature from one or more signatories and/or a submitter, this will include those signatures. In all cases this will include one or more time stamped DEQ signatures.

· The time and date of receipt to help establish the document’s relation to submission deadlines, to the circumstances of its submission, and to other possibly associated documents that may have been submitted or alleged to have been submitted. This time and date is permanently affixed to the document as part of a time stamped DEQ Receipt Signature affixed to the document.

· The hash of the document along with all signatures and the submitter’s password as entered during logon to the portal for document submission. This will proof that the submitter had the opportunity to review certification statement at the time of signing since that is presented on the logon screen.
Note that the copy of record is NOT the data collected, but instead is the signed and permanently stored human readable copy. It is quite simple to prove the validity and unaltered state of the permanently stored human readable document, but quite another to try to prove that the contents of a database have not been altered. By using the human readable document as the final, permanent copy of record, we have provided a legal resource that can prove the validity of the database and our electronic records.
In addition to the information that makes up the copy of record, additional meta data will be used to classify and organize documents. This data may include company name, submitter name, date and time of submittal, and other relevant information such as report period (as applicable).  
Note that there will always be at least one signature present on copies of record. In cases where documents require a digital signature by federal rule or are priority documents, the document will contain a signature from the submitter. In all cases, whether or not the submitter has affixed his or her digital signature, a DEQ signature providing a timestamp for the date and time of receipt and validation that the document has not changed since received will be present on the document, as this signature is added by Edoctus immediately upon receipt. The signature on the human readable format is integrated as part of the document. Depending on the type of document, the certificate is reviewable in various ways. The signature can be viewed with modern software like Adobe Acrobat, Microsoft Word or Windows. For example, in Acrobat, signatures on the document may be viewed by clicking the signatures icon on the left hand side of the screen. When this icon is clicked, a summary of the information contained in the digital signatures is displayed. Some other formats may require the user to view the properties of the file to see the signatures applied. In any case, the signatures are applied in the accepted form commonly used in PKI infrastructures.
The system will retrieve the copy of record from its document management system and provide the files in electronic version.

	
	System Functions:
The System uses one of the following two approaches to convert the submittal to a copy of record in PDF format.  Different scenarios based on the type of submittal include the following:
1. Place the data in an XML format and convert it to HTML or RTF using XSL (eXtensible Stylesheet Language) transformation, and then create a PDF from the transformed document.
2. Create a report with a reporting package such as Sybase Data Window, Crystal Reports, or SQL Reporting Services and convert it to PDF format within the application.


	
	Supporting Documentation (list attachments): 
Attachment #29(a,b,c) XML data and corresponding human readable format


	CROMERR System Checklist

	9c. Providing the copy of record

	 
	Business Practices: 
Applicability: This item applies to all submissions. 

DEQ requires that all submitters to ERS provide and maintain a valid e-mail address.  Upon successful submittal, an e-mail is sent to the registrant with a link to the signed document.  They will have the opportunity to download the file complete with signature, date and time of receipts.  They can store the file electronically and/or print a hard copy.  This provides them almost instantaneous access to the copy of record.

	
	System Functions: 
The system stores the signed PDF document and associated meta-data (the electronic signature, company name, submitter name, date and time of submittal, and other relevant information) in Edoctus.
An e-mail is sent notifying the submitter of the submission and includes a link to the document.  The system will also include a submission review interface that will allow retrieval of records pertaining to a specific signatory on specified date(s).

	
	Supporting Documentation (list attachments):
See Attachment #6 - E-mail Notification Template


	10. Procedures to address submitter/signatory repudiation of a copy of record

	 
	Business Practices: 
Applicability: This item applies to all submissions. 

For documents requiring electronic signature, the signatory or another representative (whose identity and authority would be properly verified in similar fashion to the verification completed when a signature certificate is requested) of the regulated entity may request repudiation AFTER they have sent in the signed submission. To do so, they will need to either 1) request the repudiation of the document by selecting it from the list of submitted documents and clicking a “request repudiation” button, or 2) contact the ERS Administrator via phone or email. The ERS Administrator will in turn notify the appropriate person in the division concerned for approval. If the division approves repudiation of the document, the ERS Administrator will mark the document as “Cancelled.” The Document Management System will keep a copy of all submissions with date and time stamped in a digital signature verifying receipt. Once a document has been marked as repudiated, the original submitter will receive an automated email from ERS stating this fact (See Attachment #31) The submitter can then resubmit the document.

For documents that do not require signatures, a representative of the regulated entity may request repudiation AFTER they have sent in a submission only by contacting the ERS Administrator via phone or email.
Edoctus will keep each and every submission with date and time of receipt.

	
	System Functions: 
Edoctus will store the original submittal, all subsequent submittals, with an indication of which is the “official” copy of record, together with date, time, company and facility name, and the submitter information.


	
	Supporting Documentation (list attachments):
Attachment #28 Use Case-Repudiation Request
Attachment #31 Email Notification Template-Repudiation


	11. Procedures to flag accidental submissions

	 
	Business Practices: 
Applicability: This item applies to all submissions. 

The submitter will have the opportunity to review a statement clearly stating that he or she is about to make a final submission, and that he or she may not alter it after the submission. At this point the submitter can make a choice whether or not to submit data. Submissions will only be accepted after a positive response to the final attestation by the signatory. 


	
	System Functions: 
The warning states that they are about to make a final submittal and allow the submitter to make choice whether or not to proceed with the final submittal at that point in time.
The final submittal can only be made when the submitter clearly acknowledges (by marking the check box) that they understand this is a final submittal which can not be modified after submission is completed. As long as the check box is unmarked, the button to click to make a submission remains disabled.
Based on their selection, the system will either receive the submittal and create a copy of record, or allow them to exit without making a submittal.

	
	Supporting Documentation (list attachments): 
See Attachment #8 – Final Submission Warning.


	CROMERR System Checklist

	12. (e-signature cases only) Automatic acknowledgment of submission

	 
	Business Practices:

Applicability: This item applies to all submissions with an electronic signature.
The system will automatically send an e-mail (out-of-band) acknowledgement of submission which will include report title, due date, company and facility names, signatory names and provide date and time of receipt. 
Note: Even in cases where a digital signature is not required on the document, an e-mail (out-of-band) acknowledgement of submission which will include the meta data submitted with the document and the date and time of receipt will be sent to the email address provided in the submission.

In case a submission is not accepted (due to invalid signature(s), invalid certificate, transmission error etc.) an automated email notification will also be sent to the submitter stating the reason for rejection (See Attachment #30)

Edoctus captures and stores all email, the date and time, address to which it is sent and the contents. These emails are stored for the length of time required for retention of such records as set by the Oklahoma Department of Libraries, or the length of time required by rule, whichever is greater.

	
	System Functions: 
When a document is submitted to ERS, that document is forwarded to Edoctus. Edoctus validates the digital signatures, executes other business rules, and send messages to various individuals, including the email acknowledgement of submission. 

Every email, regardless of its source or destination, that is sent to, from, or within DEQ, is archived into the Edoctus database. These emails are stored for the length of time required for retention of such records as set by the Oklahoma Department of Libraries. Since email sent by Edoctus is sent via the servers at DEQ, the email is captured and permanently stored, along with all of the meta data associated with that email.
See Section (9a) for further information on this topic.

	
	Supporting Documentation (list attachments): 
Attachment #6  - E-mail Notification Template
Attachment #30 – Email Notification Template-Rejection


	CROMERR System Checklist

	Signature Validation (e-signature cases only)

	13. Credential validation (See 13a through 13c)

	13a. Determination that credential is authentic

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
Before accepting a submission, the system will ensure the digital certificate is valid and has not been revoked for any reason; it will also verify that Oklahoma DEQ is the issuer of the digital certificate. To apply the signature the certificate requires that the user provides the password to decrypt the private key. Also, two knowledge based questions are asked while attempting to upload the document to the ERS Portal.

	
	System Functions: 
The system will check the validity of the certificate by verifying Oklahoma DEQ is the root certificate authority (CA), and that the digital certificate has not been placed on any CRL.  This is accomplished using the classes provided by the .NET Framework within the System.Security.Cryptography.X509Certificates namespace.


	
	Supporting Documentation (list attachments):
Attachment # 4 - White Paper PKI


	13b. Determination of credential ownership

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
The Oklahoma DEQ will be the Root Certificate Authority for all digital certificates used in the system.  The root certificate authority will be checked as to guarantee Oklahoma DEQ is the issuer of the digital certificate.  A password, created by the submitter, will be required for use of the certificate.  It is only with this password, which is not stored on any system, which enables the digital certificate to be affixed.  The use of a knowledge-based question will further validate ownership of the credential.

	
	System Functions: 
The system will ensure the digital certificate is valid and has not been revoked for any reason. It will also verify that Oklahoma DEQ is issuer of the digital certificate.
The signature validation criteria involve the existence of a valid PKI Certificate for the identified signatory and the ability of the associated public key to decrypt the encrypted message that constitutes the signature. Furthermore, the system will pop up two of the five questions that were previously gathered for the signatory to answer in order to be able to submit documents.


	
	Supporting Documentation (list attachments):
N/A


	CROMERR System Checklist

	13c. Determination that credential is not compromised

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
ERS is a PKI-based system that leverages the Microsoft Certificate Server and the Active Directory infrastructure.  A password, provided by the submitter, will be used to encrypt the private key.  It is the responsibility of the signatory to protect it from compromise as stated in the ESA. Additional security measures include challenge question and answer pairs provided by the requestor at the time of applying for a certificate.  Two randomly selected questions out of the five questions collected will be asked at the time of logging on to the ERS system. If a wrong answer is given to either question, a new pair of randomly selected  questions will be asked but the submitter will have three chances to answer one of the pairs of questions correctly. On three failures, the Active Directory account that allows access to the ERS portal will be disabled, following which an investigation will be conducted by the ERS Administrator by calling the regulated entity. See Attachment #26). Whether the certificate will be revoked or not will depend on the findings after the investigation. See System Functions listed in Item #3 for information on the random selection process for challenge questions.
The digital signature process is entirely separate from the submission process in ERS. Signing is an off-line process, in that the ERS portal does not participate in the process. The submitter needs to download the human readable document from the ERS portal to apply signature. ERS provides the submitter with a PKI certificate to use for signing, and that signing may be completed within the application creating the submission, such as Word, Excel, or Acrobat, or by utilizing the signing utility that DEQ will provide as a free download from the ERS web site. All of these tools can utilize an industry standard certificate to sign a document. To apply the signature, however, each of these applications requires that the user provide the password to decrypt the private key. At the actual time of signing, then, only the password to the private key is required.
After the document is signed, the submitter must log on to the ERS portal to submit the document. At the time of login, the ERS portal will present the submitter with an attestation that reminds him or her of the contents and legal authority of the ESA under which the account and credentials were issued.  The user must supply for both his or her password and two knowledge based questions in order to log in. As a precaution, the answers provided are not stored by ERS. Instead, only a hash of the combination of the question and answer is stored. The hash will be created using the SHA-256 algorithm. For more information on the selection of challenge questions see the discussion in Item #3.

Authentication to the ERS portal times out after 20 minutes of inactivity. If a signatory walks away leaving the site logged on, another individual could not sit down and simply upload documents and have those documents accepted unless those documents had been digitally signed using the PKI certificate. Since signing the document requires separate use of the password and the digital signature certificate, invalid submissions could only be made if the signatory’s private key has been separately compromised. 
PKI infrastructure depends on the signatory to guard their private key and prevent compromise. In this way, PKI is only as strong as the individual to whom the certificate was issued. If an individual compromises their key, they subject themselves to the legal consequences of doing so, as they have agreed in the ESA that the certificate and digital signatures it creates are legally binding on them. ERS provides an additional layer of security by requiring separate authentication and validation to submit the signed document. Since, from a legal perspective, the digital signature is binding because of the separate contract (the ESA) between DEQ and the signatory, these steps are taken in part to protect the signatory from their own failures to adequately protect themselves from the potential liability that could arise from use of their digital signature.
A good discussion of the importance of the signatory’s protection of their private key and the ramifications of failure is available on the web site of Identrust, one of the primary issuers of certificates on the web. 
ERS is dependent upon the signatories and regulated entities to protect the certificates from compromise and use them in the approved manner. Both the signatory and representatives of the regulated entity represented by the signatory may notify DEQ of a compromised certificate. DEQ may also recognize that a certificate may have been compromised by notification from a regulated entity that a submission was not authorized. If the certificate and authentication for the ERS portal have been fully compromised and unauthorized submissions are made, the out of band notification that a submission has been received should alert the signatory to the compromise, who should then report the compromise to DEQ. If submissions are made in the prescribed manner, with appropriate signatures, and no response is received to the out of band notification of receipt, there is no way for ERS to know that the submission is anything but valid.

ERS is implemented largely as a set of business rules in the Electronic Document Management system. As such, business rules could be constructed to allow certain submissions only within prescribed times, or to flag submissions that do not meet defined criteria. These rules would have to be reviewed and implemented on a case by case basis, depending on the nature and regularity of the submission.

	
	System Functions: 
ERS will ensure the digital certificate is valid and has not been revoked for any reason; it will also verify that Oklahoma DEQ is the issuer of the digital certificate.


	
	Supporting Documentation (list attachments):
Attachment #2 Appendix E – Electronic Signature Agreement
Attachment #26  Use Case: -Log On to ERS


	14. Signatory authorization

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
As part of the electronic signature agreement, the signatory is required to notify the agency if he or she  ceases to be the authorized person on behalf of the entity. As mentioned in Section (2), DEQ will verify signatory authority as part of routine facility inspection.  ERS will maintain a Certificate Revocation List (CRL) to verify that the certificates used for digital signatures are valid (and not in the list).  A certificate will be placed on the CRL upon notification that:
1) The signatory ceases to be the authorized person or there has been a change to the information provided in the Electronic Signature Agreement;
2) The credential has been compromised (or suspected to have been compromised);
3) A facility has been closed.
When a signatory notifies DEQ that a certificate should be revoked and/or that a signatory in no longer authorized to sign for the regulated entity, the account will be closed and the certificate placed on the CRL.
When a representative of the regulated entity other than the signatory notifies DEQ that a certificate should be revoked and/or that a signatory in no longer authorized to sign for the regulated entity, ERS Administrator will conduct an investigation to validate that information. The representative may contact the DEQ ERS administrator via phone, email or through ERS website (if he or she  is the authorized signatory who can log on to ERS). Once the identity of the individual, their relationship to the regulated entity, and their authority to speak for the regulated entity is established, the certificate will be placed on the CRL. (See Attachment #25b) This will send out an automated email to the certificate holder stating the fact (See Attachment #33). A web page providing information on the procedures for reporting an invalid certificate will be placed on the ERS portal.

	
	System Functions: 
Upon upload of a document with a digital signature, the system will check against the CRL for validity of the certificate used to create the signature.

	
	Supporting Documentation (list attachments):
Attachment #25b- Use Case-Certificate Revocation
Attachment  #33- Email Notification Template-Certificate Revocation



	15. Procedures to flag spurious credential use

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
It is the belief that ERS is designed in such a way that spurious use is not possible without malicious intent.  All submissions will be followed by the out-of band (e-mail) message to a responsible company official with instructions to contact the Oklahoma DEQ in the event of an unauthorized submission.  It will be upon the regulated entity to notify the department of such malevolent activity.
ERS is implemented largely as a set of business rules in the Edoctus system. As such, business rules will be constructed as needed to allow certain submissions only within prescribed times, or to flag submissions that do not meet defined criteria. These rules will need to be reviewed and implemented on a case by case basis, depending on the nature and regularity of the submission. In addition, reports may be constructed to look for out of place submissions that need investigation. Although the reports could identify possibly spurious submissions, human investigation and intervention would be required to take action in many cases. ERS could, however, reject submissions violating predefined rules as a matter of course, such as duplicate submissions, off-schedule submissions, submissions with invalid signatures, or submissions that are missing the required signatures. Because of the differing nature of submissions, rules will need to be reviewed for applicability to given submission types. For example, multiple submissions could be made for excess emissions. These submissions might have similar or identical meta data (same facility, same date, same submission type etc), and because of this possibility, ERS would have to accept them all and then forward them to the program administrator for acceptance.

It is important that ERS not reject valid submissions, so an element of reporting and human review will be required. ERS can suggest submissions that its rules flag as possibly spurious or invalid for review.

	
	System Functions:
The system will automatically send email notifications for all submissions to the responsible company official that includes company name, signatory name, report submitted and date and time of submission. Edoctus will be configured for business rules for each submission type to flag submissions that do not meet certain criteria (such as off-schedule and duplicate submissions)

	
	Supporting Documentation (list attachments):
See Attachment #6  - E-mail Notification Template


	CROMERR System Checklist

	16. Procedures to revoke/reject compromised credentials

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
As part of an e-signature agreement, registrants are required to contact the ERS Administrator in the event of suspected compromise. The signatory may visit the revocation page on the ERS portal once they have authenticated, or   contact the ERS Administrator either by phone or email (will be listed on the ERS portal) to notify that a certificate need to be revoked. The request will be validated by conducting an investigation by the ERS Administrator. Upon validation, the certificate will be placed on a CRL (see 14 above) that the DEQ will maintain and   an automated email will notify the regulated entity that a certificate has been revoked and the registration process needs to be completed to get a new certificate (See Attachment# 25b and Attachment #33).
The CRL is available from a publicly accessible web site, but is not editable except by administrators of the certificate server or the certificate server itself. The CRL will be regularly refreshed from the certificate server to keep its information up to date and correct any malicious or inadvertent modification. Access to the certificate server is limited to administrators of DEQ’s systems.
The certificates will expire 5 years after issuance and so do the credentials. 
It is important to note that ERS may reject submission for other reasons (such as invalid DEQ signature, invalid submitter’s signature) in which case the certificate will not be revoked but the submitter and ERS administrator will receive an automated email notification stating that the submission has been rejected for the reason specified. (See Attachment #30  )
Item# 14 lists three cases for revocation of a certificate:

1) The signatory ceases to be an authorized person or there has been a change to the information provided in the Electronic Signature Agreement,

2) The credential has been compromised (or suspected to have been compromised), and

3) A facility has been closed.

These are the only cases in which the certificate would be revoked. The only automated revocation is the revocation of a certificate at the request of the signatory.

	
	System Functions:

The Document Management System will include an interface for ERS Administrator to view and add previously issued certificates to the CRL. The Certificate Server will regularly refresh the contents of the CRL to keep it up to date.
The system will not accept submittals from a certificate listed on the CRL.  In the event a submittal is attempted with an invalid certificate, a rejection message will be presented to the user who is attempting to make the submittal, wherein they will be instructed to contact the ERS Administrator.  
The CRL is obviously a very important part of the certificate issuance and verification process. By industry standard convention, the CRL is available from a publicly accessible web site, but is not editable except by administrators of the certificate server or the certificate server itself. The CRL will be regularly refreshed from the certificate server to keep its information up to date and correct any malicious or inadvertent modification. Access to the certificate server is limited to administrators of DEQ’s systems.

	
	Supporting Documentation (list attachments): 
Attachment #2 Appendix E - E-signature agreement.
Attachment #25b Use Case-Certificate Revocation

Attachment #30  -Email Notification Template-Rejection
Attachment #33- Email Notification Template-Certificate Revocation



	17. Confirmation of signature binding to document content

	 
	Business Practices:

Applicability: This item applies to all submissions with an electronic signature.
Compliance with this requirement is based on the ability to prove the source of the documents and that the document has not changed by proving that the signatures, electronic and digital, are not invalid. If the hash signatures created cannot be reproduced, it is then proven that the document has changed.

The PKI infrastructure is inherently designed to bind the signature with the document.  In fact, the digital signature, which essentially is the computed hash value of the content of the document encrypted with the private key, becomes part of the file itself.  If the document content is changed in any way, the signature will become invalid.
If a signature is determined to be invalid, the document submission will be rejected, and a notification sent to the email address listed on ESA.
Receipt of a document with an invalid signature does not necessarily cause the certificate to be revoked unless one of the three scenarios described in Item# 14 is reported. Receipt of invalid submissions may, however, trigger review of the certificate status and a determination that it is suspect via reporting.
The binding of the ERS-applied electronic signature to the document consists of storing the electronic signature along with the document in Edoctus. This signature cannot be recreated without the hash of the password, the timestamp, and the originally filed document with all of the digital signatures intact. Modification of the document that changes any of the digital signatures will invalidate the electronic signature and make it impossible to reproduce, thus invalidating the electronic signature.

	
	System Functions: 
ERS will have procedures to decrypt the signature using the public key, recalculate the hash value of the content signed, and determine whether the decrypted signature and recalculated value are equivalent.
Where values are equal, the signature is confirmed and the file is accepted; where values are not equal, the file is rejected and the system notifies the submitter of this event via email that includes the reason for rejection. An invalid submission does not affect the status of the certificate (a transmission error may invalidate a submission) but may trigger review of the certificate status and a determination that it is suspect via reporting. A certificate will not be revoked unless one of the three scenarios as described in Item#14 takes place.

	
	Supporting Documentation (list attachments):
Attachment # 4 - White Paper PKI
Attachment #30   - Email Notification Template-Rejection
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	Copy of Record

	18. Creation of copy of record (See 18a through 18e)

	18a. True and correct copy of document received

	 
	Business Practices:

Applicability: This item applies to all submissions. 

A copy of record (COR) is a human-readable document generated from the submitted data with permanently affixed digital signatures, at minimum from the DEQ ERS Portal and in many cases from the submitter associated with it. In addition to the document and digital signatures, the copy of record includes an electronic signature hash generated using the contents of the document, digital signatures on the document, the time of submission, and a hash of the user’s password as entered upon login to the ERS portal. The copy of record thus consists of two parts stored together in Edoctus: the document with integrated digital signatures and the electronic signature hash.
The digital signatures on the copy of record provide confirmation of the submitter, confirmation of DEQ as the source of the document signed (if applicable), the date and time of submission to DEQ, and the integrity of the document. The electronic signature validates that the user saw and reviewed the attestation at the time of submission. Taken together, the digital and electronic signatures constitute the signature for the purposes of CROMERR.
In the event of resubmissions or corrections, Edoctus will keep every version of the COR submitted, each with a date and time stamped signature, with the official corrected COR marked as such. The determination whether the uploaded document is actually accepted is made by representatives of the associated division. Edoctus by design will not delete previous versions. Versions may be distinguished by the date and time of submission and the submitter.

	
	System Functions: 
The system will perform these validation operations as an inherent function of the PKI infrastructure.
Hash values are encrypted based on the private key and can only be decrypted using the corresponding public key. ERS will have procedures to decrypt the signature using the public key, recalculate the hash value of the content signed, and determine whether the decrypted signature and recalculated value are equivalent.  Where values are equal, it confirms that the true and correct copy is received; where values are not equal, the document is rejected and the system notifies the submitter of this event via email that includes a reason for rejection (Attachment #30).

	
	Supporting Documentation (list attachments):
Attachment # 4 - White Paper PKI
Attachment #30   - Email Notification Template-Rejection


	18b. Inclusion of electronic signatures

	 
	Business Practices:
Applicability: This item applies to all submissions. 

The digital signature is created by encrypting a hash of the document being signed with the private key in a public/private key pair. The digital signature and encrypted hash value becomes part of the file itself and is stored as an integrated element of the document.
Each submitted document will have at least one digital signature that of the DEQ ERS portal documenting the date and time of receipt and creating a validation that the document has not changed since receipt by DEQ. Documents that require one or more digital signatures from the submitter will also include those signatures. Finally, in cases where the document was generated and delivered to the submitter by DEQ as the result of a data submission, the document will include a third digital signature from DEQ validating that the document has not changed since it left DEQ.

In addition, ERS will create an electronic signature hash using the document and its contents along with the hash of the user’s password and will store this electronic signature hash with the document itself. This signature verifies that the signatory reviewed the attestation at the time of signing.


	
	System Functions: 
The system will perform these validation operations as an inherent function of the PKI infrastructure.


	
	Supporting Documentation (list attachments):
Attachment # 4 - White Paper PKI


	18c. Inclusion of date and time of receipt

	 
	Business Practices:

Applicability: This item applies to all submissions. 

When the document is received by the ERS portal, a receipt digital signature is applied, using a public time authority. This receipt digital signature is in addition to the other digital signature(s) applied to the document, and it contains the date and time of submission, permanently binding that information to the document. Other meta data are used for filing and classification of the document for retrieval, but are not a part of the copy of record. The digital and electronic signatures included as part of the copy of record provide confirmation of the submitter, confirmation of DEQ as the source of the document signed (if applicable), the date and time of submission to DEQ, and the integrity of the document.

	
	System Functions: 
Edoctus will keep every version of the COR submitted, each with a date and time stamped signature. The determination whether the uploaded document is actually accepted is made by representatives of the associated division. Edoctus by design will not delete previous versions. Versions may be distinguished by the date and time of submission and the submitter.

	
	Supporting Documentation (list attachments):
Attachment # 4 - White Paper PKI


	CROMERR System Checklist

	18d. Inclusion of other information necessary to record meaning of document

	 
	Business Practices:

Applicability: This item applies to all submissions. 

Other information such as report type, reporting period, company and facility name, signatory name, will be included in the human readable document and as such will be part of the copy of record. All these data will have appropriate labels to provide meaning of the data. (See Attachment #29(b)   -Human Readable Document). This information will also be recorded as metadata in the document management system for the purpose of filing and classification within the document management system for retrieval of the document. 


	
	System Functions: 
The system will include all necessary information such as those mentioned above within the human readable document and also as metadata in Edoctus. The metadata in Edoctus is used for classification and organizational purposes only.

	
	Supporting Documentation (list attachments):
Attachment #29 (b)   - Human Readable Document


	18e. Ability to be viewed in human-readable format

	 
	Business Practices:

Applicability: This item applies to all submissions. 

As previously mentioned, the data submitted will always be presented in a human-readable format with meaningful labels and logical grouping of data elements.  In most cases, these documents will be PDF files, but will also include various other common formats, like Microsoft Word, Excel, etc.  They will also include all data and labeling necessary to completely define the submission, i.e., facility name, date, report type, etc. The submitter may read it at the time of submittal and at a later time when a Copy of Record is requested and retrieved from Edoctus. As mentioned previously, the COR is always in human-readable format.

	
	System Functions: 
The system will make this human-readable document available to the submitter for review before making the final submission. Where data is submitted through web application by filling out web forms or as XML, the web application itself or the ERS Portal will generate this document and make it downloadable from the ERS website. In cases where data is submitted as a human-readable document by the submitter, the system does not need to generate it.


	
	Supporting Documentation (list attachments):
Attachment #29(b,c)  -Human Readable Format



	19. Timely availability of copy of record as needed

	 
	Business Practices:

Applicability: This item applies to all submissions. 

The agency’s document management system can and will produce the copy of record upon request.  The copy of record is stored in human-readable format. This will be available to signatories and agency program staff. The COR will be maintained as specified in the Oklahoma Document Retention Schedule (See Attachment #10), or as required by federal rule. However, to the extent feasible, we will continue to maintain the documents within the document management system indefinitely beyond the specified maintenance period.

	
	System Functions: 
System will provide submitters with a web interface to search and access copies of record.  This will require log on by the submitter and will be a read-only access to the submitter. In order to facilitate easier retrieve of historical COR, search functions will be provided.  The following is a list of searchable fields that both external and internal users of the system will have access to:

· Month and Year (both will be needed) of the submission.
· Submission Type
Note that external submitters only have access to the documents that they themselves have submitted via the portal, so the search fields listed above will only apply to filter that list of documents. This limit is in place because of security concerns of regulated entities that might and likely would not want any signatory at the facility to able to access all documents submitted. A later release will include the ability for facilities to authorize individuals to obtain full access to all submissions by that facility. Internal DEQ users will have additional search functionality, including

· Full Text Search on all documents submitted

· Facility Name 

· Master Facility List Identifier

In addition to these search capabilities, DEQ is currently integrating its Master Facility List (MFL) with Edoctus to allow individuals to move directly from a master facility record located within the MFL system to all associated documents concerning that facility that are contained with Edoctus. This integration will provide substantial search capabilities on additional fields maintained in the MFL, including permit numbers, latitude/longitude entries, and address information.

	
	Supporting Documentation (list attachments):
N/A


	CROMERR System Checklist

	20. Maintenance of copy of record

	 
	Business Practices: 
Applicability: This item applies to all submissions. 

Documents that are submitted will be stored in human-readable format along with the digital signature(s) as copies of record in Edoctus. These documents will be protected from edits and preserved in exactly the form in which they were submitted.  Read-only access to the documents will be available to authorized agency personnel and to the submitter for review as needed. Documents will be preserved indefinitely in the document management system.
All data at DEQ, including the data stored within Edoctus, is backed up on a nightly basis. These backups are also stored off site, and DEQ is moving towards an advanced off-site SAN to SAN backup solution to be implemented in the coming months. DEQ, like all agencies in the state of Oklahoma, is required to file an annual disaster recovery plan, which includes substantial provisions for recovery of data and resumption of operations in the event of a disaster.
Audit logs in Edoctus are stored in a secure database that is not accessible by anyone but system administrators and, for limited purposes, the Edoctus application account. The Edoctus application account cannot access tables or views, just stored procedures. Because of this, the Edoctus application cannot access or modify logs. In some cases, there are stored procedures that provide read-only information to the user concerning the content of the logs, but in each of these cases the information is provided by a controlled stored procedure.

In addition to these items, there is a binary sequential field called an “EditStamp” on each log record that cannot be modified by the user. This entry is sequential in the entire database, and any modification to the record changes this value. If the value is out of line with changes made to other records elsewhere in the document management system, it is an indicator that a trusted individual has modified the record. The primary goal is to protect the record from change and provide a demonstrable way to prove that the record has or has not changed.
All documents are maintained in Edoctus in industry standard pdf or tif formats. When and if future migration is required to another system, the document format, along with the associated digital signatures, along with the documented structure of the SQL Server index database, ensures portability to other platforms. Because of the application of the digital signatures to the binary files, any attempt to convert them from the original formats would remove and invalidate the digital signatures under PKCS standards, hence the use of internationally accepted and recognized formats.

	
	System Functions: 
Addition of documents and modifications to acquired documents are audited by the document management system, and the audit logs in the document management system are protected from modification. If a document is edited or replaced, the system retains both the original document and the new version of the document. System security will be configured to allow no modification of the signed documents (copies of record).

	
	Supporting Documentation (list attachments):
See Attachment #10 - Oklahoma DEQ Agency Document Retention Schedule 
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*NOTE: Each of these examples provides an approach that could help satisfy the associated CROMERR requirement.

Adopting a suite of these example approaches does not guarantee that EPA will find the resulting system to satisfy the CROMERR standards.
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